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CANAKKALE OTOYOL VE KOPRUSU
INSAAT YATIRIM VE ISLETME
ANONIM SIRKETI

KiSISEL VERi SAKLAMA VE iMHA
POLITIKASI
(“POLITIKA”)
1. GIRIS VE POLITIKA’NIN
HAZIRLANMA AMACI

Isbu Kisisel Veri Saklama ve Imha Politikast,
6698 Sayili Kigisel Verilerin Korunmasi
Kanunu ("KVKK”) ve Kanun'un ikincil
diizenlemesini teskil eden 28 Ekim 2017 tarihli
Resmi Gazete’de yayimlanarak yiiriirliige giren
Kisisel Verilerin Silinmesi, Yok Edilmesi veya
Anonim Hale Getirilmesi Hakkinda Y 6netmelik
(“Yonetmelik”) uyarinca ylikiimliiliiklerimizi
yerine getirmek ve veri sahiplerinin kigisel
verilerinin islendikleri ama¢ i¢in gerekli olan
azami saklama siiresinin belirlenmesi esaslari ile
silme, yok etme ve anonim hale getirme
stiregleri hakkinda bilgilendirmek amaciyla veri
sorumlusu sifatiyla Canakkale Otoyol ve
Kopriisii Insaat Yatirnm ve Isletme Anonim
Sirketi tarafindan hazirlanmistir.

COK A.S’nin tim birimleri, ¢alisanlari,
yetkililert ve temsilcileri, isbu Politika’ya
uymakla yiikiimlidiir ve Politika’ya uyum

saglamak i¢in gerekli adimlar atar.

Isbu Politika ile KVKK, Yénetmelik ve ilgili
mevzuat arasinda uyumsuzluk bulunmasi
durumunda, mevzuat hiikiimleri uygulanir.

COK A.S., biinyesinde bulundurdugu islenen
kisisel verilerin silinmesi, yok edilmesi veya

CANAKKALE OTOYOL VE KOPRUSU
INSAAT YATIRIM VE ISLETME
ANONIM SIRKETI

PERSONAL DATA RETENTION AND
DESTRUCTION POLICY
(“POLICY”)

1. INTRODUCTION AND PURPOSE OF
THE PREPARATION OF THE POLICY

This Personal Data Retention and Destruction
Policy has been prepared by Canakkale Otoyol
ve Kopriisii insaat Yatirim ve Isletme Anonim
Sirketi as data controller in order to fulfill our
obligations set forth under the Personal Data
Protection Law No. 6698 ("PDPL”) and the
Regulation on the Erasure, Destruction or

Anonymization of Personal Data
(“Regulation”) published in the Official
Gazette dated 28 October 2017, which

constitutes the secondary regulation of the Law
and to inform about the principles of
determining the maximum retention period
required for the purpose for which they are
processed and about erasure, destruction and
anonymization processes of personal data.

All  units, employees, officers and
representatives of COK A.S. are obliged to
comply with this Policy and will take the
necessary steps to comply with the Policy.

In case of incompatibility between this Policy
and PDPL, Regulation and related legislation,
the provisions of the legislation shall be applied.

COK A.S. undertakes to ensure compliance with
this Policy and the tools, programs and
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anonimlestirilmesi sirasinda igbu Politika’ya ve
Politika’ya bagli olarak uygulanacak arag,
saglayacagini

program ve siireglere uyum

taahhiit eder.
2. KAPSAM

COK A.S. ile paylasilan ve COK A.S. tarafindan
elde edilen galisanlarimizin/stajyerlerimizin ve
calisan aile yakinlarinin, ¢alisan adaylarimizin,
Sirket  yetkililerimizin,  hissedarlarimizin,
ziyaretgilerimizin, Otoyol
(musterilerimizin), Otoyol projesine iligkin talep
ve sikayette bulunan ve dava agan kisilerin,
Toplum Diizeyinde Destek Programi (“TDDP”)
tarafindan

kullanicilarimizin

katilimcilarinin, Sirket’imiz
diizenlenen ve/veya Sirket’imizin pargasi
oldugu organizasyonlara katilan kisilerin,
Karayollar1 Genel Miidiirliigii ve Ulastirma ve
Altyap1 Bakanligi yetkililerinin
calisanlarinin, Kredi Finansman Kuruluslari
yetkililerinin, is birligi i¢inde oldugumuz
tedarikg¢ilerimizin, hizmet saglayicilarimizin, is

ve

ortaklarimizin ve bu kurum calisanlarinin, ve
Sirket’imizin iliski i¢inde oldugu iglinci
kisilerin  kisisel wverileri isbu Politika’nin
konusunu teskil etmektedir.

Isbu Politika yalnizca gergek kisilere ait kisisel
verilere iliskin olup, tiizel kisilere ait veriler
Politika’nin kapsamina girmez.

3. TANIMLAR

Acik Riza: Belirli bir konuya
bilgilendirilmeye dayanan ve Ozgiir iradeyle
agiklanan riza

iliskin,

processes to be executed in accordance with the
Policy during the erasure, destruction or
anonymization of the processed personal data it
retains.

2. SCOPE

The personal data of our employees/interns and
employee relatives, employee candidates,
Company officials, shareholders, visitors,
Motorway users (customers), claimants and
complainants and persons who have filed
lawsuits regarding the Motorway project,
Community Level Support Program (“CLSP”)
participants, organization participators
organized by our Company and/or organizations
of which our Company is a part, General
Directorate of Highways and Ministry of
Transport and Infrastructure authorities and
employees, officials of the Credit Finance
Institutions, our suppliers with whom we
cooperate, our service providers, our business
partners and the employees of this institution,
and the third parties with whom our Company
has relations constitute the subject of this Policy.

This Policy is only related to personal data
belonging to natural persons and the data
belonging to legal entities are not included
within the scope of the Policy.

3. DEFINITIONS

Explicit Consent: Freely given, informed
consent related to a specific subject
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Alic1 Grubu: Veri Sorumlusu tarafindan kisisel
verilerin aktarildig1 gercek veya tiizel kisi
kategorisi

Anonim Hale Getirme: Kisisel verilerin, bagka
verilerle eslestirilerek dahi higbir surette kimligi
belirli veya belirlenebilir bir gercek kisiyle
iliskilendirilemeyecek hale getirilmesi

COK A.S. veya Sirket: Canakkale Otoyol ve
Kopriisii Insaat Yatinm ve Isletme Anonim
Sirketi

Elektronik Ortam: Kisisel verilerin elektronik
aygitlar ile olusturulabildigi, okunabildigi,
degistirilebildigi ve yazilabildigi ortamlar
Elektronik Olmayan Ortam: Elektronik
ortamlarin disinda kalan tim yazili, basil,
gorsel vb. diger ortamlar

Hizmet Saglayici: COK A.S. ile belirli bir
sOzlesme ¢ercevesinde hizmet saglayan gergek
veya tlizel kisi

flgili Kisi/Kisisel Veri Sahibi: Kisisel Verisi
islenen gergek kisi

Imha: Kisisel verilerin silinmesi, yok edilmesi
veya anonim hale getirilmesi

Kanun veya KVKK: 7 Nisan 2016 Tarih,
29677 Sayili Resmi Gazete’de yayimlanan
zaman zaman degistirilmis haliyle 6698 Sayili
Kisisel Verilerin Korunmasi Kanunu

Kayit Ortami: Tamamen veya kismen otomatik
olan ya da herhangi bir veri kayit sisteminin
parcast olmak kaydiyla otomatik olmayan
yollarla iglenen kisisel verilerin bulundugu her
tiirli ortam

Kisisel Veri Isleme Envanteri:
Sorumlularinin i siire¢lerine baglh
gerceklestirmekte olduklar1  kisisel verileri
isleme faaliyetlerini, kisisel isleme
amaglarmi, veri kategorisini, aktarilan alici

Veri
olarak

veri

Recipient Group: The category of natural
persons or legal entities to whom the personal
data is transferred by the Data Controller
Anonymization: Rendering personal data
impossible to be associated with an identified or
identifiable natural person under any
circumstances, even by matching it with other
data

COK A.S. or the Company: Canakkale Otoyol
ve Kopriisii Insaat Yatirim ve Isletme Anonim
Sirketi

Electronic Environment: Environments where
personal data can be created, read, modified and
written with electronic devices

Non-Electronic Environment: All written,
printed, visual, etc. environments other than
electronic ones

Service Provider: A natural person or a legal
entity providing services within the framework
of a specific contract entered into with COK
AS.

Data Subject/Personal Data Owner: The
natural person whose Personal Data is processed
Destruction:  Erasure,  destruction, or
anonymization of personal data

Law/ PDPL: Personal Data Protection Law
numbered 6698 and published in the Official
Gazette dated 7 April 2016 and numbered 29677
as amended from time to time

Record Environment: Any environment
containing personal data that is processed by
fully or partially automated means or that is
processed by non-automated means provided
that it is part of a data recording system
Personal Data Processing Inventory: The
inventory created and detailed by the Data
Controllers by associating the personal data
processing activities they carry out depending
on their business processes, the purposes of
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grubu veri  konusu  kisi
iliskilendirerek olusturduklari
detaylandirdiklar1 envanter

Kisisel Veri/kisisel veri: Kimligi belirli veya

belirlenebilir gercek kisiye iliskin her tiirlii bilgi

ve grubuyla

ve

Kisisel veri isleme/isleme: Kisisel Verilerin
tamamen veya kismen otomatik olan ya da
herhangi bir veri kayit sisteminin par¢asi olmak
kaydiyla; otomatik olmayan yollarla elde
edilmesi, kaydedilmesi, depolanmasi, muhafaza
edilmesi, degistirilmesi, yeniden diizenlenmesi,
agiklanmasi, aktarilmasi, devralinmasi, elde
edilebilir hale getirilmesi, siniflandirilmasi ya
da kullanimmin engellenmesi gibi
tizerinde gergeklestirilen her tiirlii islem
Kisisel Verilerin Korunmasi ve Islenmesi
Politikasi: COK A.S. tarafindan kisisel verilerin
elde edilmesi, kaydedilmesi, korunmasi,
aktarilmas1 gibi kisisel verilerin islenmesine
iligkin her tiirlii isleme iliskin usul ve esaslari
belirleyenhttps://www.1915canakkale.com/kur

veriler

processing of personal data, the data category
with the recipient group being transferred and
the data subject group

Personal Data/personal data: Any information
relating to an identified or identifiable natural
person

Processing of Personal Data/processing: All
kinds of operations carried out on Personal Data
such as collecting, recording, storing,
protecting, altering, rearranging, disclosure,
transfer, retrievel or otherwise making available
for collection, categorization, or preventing its
use by fully or partially automated methods or
by non-automated methods provided that such
methods are part of a filing system

Personal Data Protection and Processing
Policy: The policy on the protection and
processing of personal data that can be accessed
at

https://www.1915canakkale.com/kurumsal/kisi
sel-verilerin-korunmasi, which defines the

umsal/kisisel-verilerin-korunmasi adresinde yer
alan kisisel verilerin korunmasi ve islenmesi
politikasi

Kurul: Kisisel Verileri Koruma Kurulu
Kurum: Kisisel Verileri Koruma Kurumu
Otoyol: Gorevli Sirket olarak COK A.S. ile
Ulastirma ve Altyapt Bakanligi Karayollari
Genel Miidiirliigii arasinda imza edilen 21 Mart
2017 tarithli Uygulama So6zlesmesi uyarinca,
Kinali — Tekirdag — Canakkale — Savagtepe
Otoyolu Projesi, Malkara — Canakkale (1915
Canakkale Kopriisii Dahil) Kesimi

Otoyol Projesi: Kinali — Tekirdag — Canakkale
— Savastepe Otoyolu Projesi, Malkara —

procedures and principles regarding all kinds of
processing related to the processing of personal
data such as obtaining, recording, protecting and
transferring personal data by COK A.S.

Board: Personal Data Protection Board
Authority: Personal Data Protection Authority
Motorway: In  accordance  with  the
Implementation Contract dated 21 March 2017
signed between COK A.S. as the Authorized
Company and the General Directorate of
Motorways of the Ministry of Transport and
Infrastructure, Kinali — Tekirdag — Canakkale —
Savastepe Motorway Project, Malkara —
Canakkale (including 1915 Canakkale Bridge)
Section

Motorway Project:  Financing, project
planning, construction, operation of Kinali —
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Canakkale (1915Canakkale Kopriisii Dahil)
Kesimi isinin finansmani, projelendirilmesi,
yapimi, igletilmesi, isletme siiresi sonunda her
tiirlii borg ve taahhiitlerden ari, bakimli, ¢alisir,
kullanilabilir durumda ve bedelsiz olarak
Idare’ye devredilmesini

Ozel Nitelikli Kisisel Veri: Kisilerin irki, etnik
kokeni, siyasi diislincesi, felsefi inanci, dini,
mezhebi veya diger inanglari, kilik ve kiyafeti,
dernek, vakif ya da sendika iiyeligi, sagligi,
cinsel hayati, ceza mahkGmiyeti ve giivenlik
tedbirleriyle ilgili verileri ile biyometrik ve
genetik veriler

Periyodik Imha: Kanun’da yer alan Kkisisel
islenme  sartlarinin/sebeplerinin
tamaminin ortadan kalkmasi durumunda kisisel
verileri saklama ve imha politikasinda belirtilen
ve tekrar eden araliklarla re’sen
gerceklestirilecek silme, yok etme veya anonim
hale getirme islemi

Politika: Isbu kisisel veri saklama ve imha

verilerin

politikasi

Silme: Kisisel verilerin ilgili kullanicilar igin
higbir sekilde erisilemez ve tekrar kullanilamaz
hale getirilmesi

VERBIS: Veri Sorumlulari Sicili Bilgi Sistemi

Veri Isleyen: Veri sorumlusunun verdigi
yetkiye dayanarak veri sorumlusu adina kisisel
verileri isleyen gercek veya tilizel kisi

Veri Kayit Sistemi: Kisisel verilerin belirli
kriterlere gore yapilandirilarak islendigi kayit
sistemi

Veri Sorumlusu: Kisisel verilerin isleme
amagclarii ve vasitalarini belirleyen, veri kayit

Tekirdag — Canakkale — Savastepe Motorway
Project, Malkara — Canakkale (Including
1915Canakkale Bridge) Section and transferring
thereof to the Administration at the end of the
operation period free from all kinds of debts and
commitments; in a maintained, operational,
usable condition and free of charge

Special Categories of Personal Data: Personal
data relating to race, ethnic origin, political
opinion, philosophical belief, religion, sub-
religion or other belief, appearance,
membership to associations, foundations or
trade unions, data concerning health, sexual life,
criminal convictions and security measures, and
the biometric data and genetic data

Periodic Destruction: Erasure, destruction or
anonymization process specified in the personal
data retention and destruction policy and to be
carried out ex officio at recurring intervals in
cases where all of the conditions/reasons for the
processing of personal data in the Law no longer
exist

Policy: This personal
destruction policy
Erasure: Making personal data inaccessible and
non-reusable for the relevant users by any means

data retention and

VERBIS: Data
Information System
Data Processor: The natural or legal person
who processes personal data on behalf of the
data controller on the basis of the authorization
given by the data controller

Data Recording System: The recording system
by which personal data is structured and
processed according to certain criteria

Data Controller: The natural or legal person
who determines the purposes and means of
processing Personal Data and is responsible for

Controllers  Registry
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sisteminin kurulmasindan ve ydnetilmesinden
sorumlu olan gergek veya tiizel kisi

Yok Etme: Kisisel verilerin hi¢ kimse
tarafindan higbir sekilde erisilemez, geri
getirilemez ve tekrar kullanilamaz hale
getirilmesi

Yonetmelik: 28 Ekim 2017 tarihinde Resmi
Gazete’de  yayimlanan  Kisisel  Verilerin

Silinmesi, Yok Edilmesi veya Anonim Hale
Getirilmesi Hakkinda Y 6netmelik

4. KISISEL VERILERIN SAKLANMASI

VE IMHASINDA GOZETILECEK
ILKELER
COK A.S. tarafindan kisisel verilerin

saklanmas1 ve imhasinda asagida yer alan ilkeler

cercevesinde hareket edilmektedir:

4.1. Kisisel Verilerin silinmesi, yok edilmesi ve
anonim hale getirilmesinde, Kanun’un 4.
maddesinde sayilan ilkeler ile 12. maddesi
kapsaminda alinmasi gereken ve isbu
Politikanin 8. maddesinde belirtilen teknik
ve idari tedbirlere, ilgili  mevzuat
hiikiimlerine, Kurul kararlarma ve isbu
Politikaya tamamen  uygun  hareket
edilmektedir.

4.2. Kurul tarafindan aksine bir karar
alinmadikga, Kisisel Verileri re’sen silme,
yok etme veya anonim hale getirme
yontemlerinden uygun olam1 COK A.S.
tarafindan  segilmektedir. Ancak, Ilgili
Kisinin talebi halinde uygun yontem
gerekgesi agiklanarak secilecektir.

Kanun’un 5. ve 6. maddelerinde yer alan
kisisel  verilerin  islenme  sartlarinin
tamaminin ortadan kalkmasi halinde; COK
A.S. tarafindan re’sen veya ilgili kisinin

the establishment and management of the data
registration system

Destruction: Making personal data
inaccessible, irretrievable and unreusable by
anyone by any means

Regulation: Regulation on the Erasure,
Destruction or Anonymization of Personal Data
published in the Official Gazette on 28 October
2017

4. PRINCIPLES TO CONSIDER IN THE
STORAGE AND DESTRUCTION OF
PERSONAL DATA

COK A.S. acts within the framework of the

following principles in the storage and

destruction of personal data:

41.In the erasure, destruction and
anonymization of Personal Data full
compliance with the principles listed in
Article 4 of the Law and the technical and
administrative measures specified in Article
8 of this Policy, the provisions of the
relevant legislation, the decisions of the
Board and this Policy are ensured.

4.2.Unless a contrary decision is taken by the
Board, the appropriate method for erasing,
destroying or anonymizing the Personal
Data is selected by COK A.S.. However,
upon request of the Data Subject, the
appropriate method will be selected by
explaining the reason.

If all of the conditions for the processing of
personal data in Articles 5 and 6 of the Law
no longer exist; the personal data shall be
erased, destroyed or anonymized, by COK
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talebi {lizerine silinmekte, yok edilmekte
veya anonim hale getirilmektedir. Bu
hususta lgili Kisi tarafindan COK A.S.’ye
basvurulmasi halinde;

- lletilen talepler en ge¢ 30 (otuz) giin
icerisinde sonuglandirilmakta ve Ilgili
Kisi’ye bilgi verilmektedir.

- Talebe konu verilerin tgiincii kisilere
aktarilmis olmasi durumunda, bu durum
verilerin  aktarildigr  {glincii  kisiye
bildirilmekte ve ii¢lincii kisiler nezdinde
gerekli islemlerin yapilmasi temin
edilmektedir.

- Kisisel Verileri isleme sartlariin
tamaminin ortadan kalkmamis oldugu
anlasilirsa, COK A.S. bu talebi
gerekeesini agiklayarak reddedebilir. Bu
durumda, talebin COK A.S.’ye
ulastigi/teblig edildigi tarihten itibaren
en geg 30 giin icinde Ilgili Kisi’ye yazil
olarak veya elektronik ortamda bilgi
verilir.

A.S. ex officio or upon request of the
relevant person. In the event that the Data
Subject applies to COK A.S. in this regard,

- Submitted requests are concluded within

30 (thirty) days at the latest and the Data
Subject shall be informed.

If the Personal Data subject to the request
has been transferred to third parties, the
third party to whom the data is
transferred shall be informed of the
matter and it is ensured that the
necessary actions shall be taken with
respect to the third parties.

If it is concluded that not all of the
conditions for processing of Personal
Data have been eliminated, COK A.S.
may reject this request by explaining the
reasoning. In this case, the Data Subject
shall be informed in writing or
electronically within 30 days at the latest
from the date of receipt/notification of
the request to COK A.S..

5. SAKLAMA VE IMHAYI 5. EXPLANATIONS REGARDING THE

GEREKTIREN SEBEPLERE ILiSKIN

REASONS REQUIRING RETENTION

ACIKLAMALAR AND DESTRUCTION

Kanun’un 3’iinci maddesinde kisisel verilerin

In Article 3 of the Law, the concept of

islenmesi  kavrami  tanimlanmis, 4’tncli  processing of personal data is defined, in Article
maddesinde islenen kisisel verinin islendikleri 4 it is stated that the processed personal data
amagla baglantili, sinirli ve 6lgiilii olmas1 ve should be relevant, limited and proportionate to
ilgili mevzuatta Ongoriilen veya islendikleri the purpose for which it is processed and should
amag icin gerekli siire kadar muhafaza edilmesi be kept for the period stipulated in the relevant
gerektigi belirtilmis, 5 ve 6’nc1 maddelerde ise legislation or required for the purpose for which
kisisel verilerin islenme sartlar1 sayilmstir. it is processed, and in Articles 5 and 6, the
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conditions for the processing of personal data
are listed out.

Buna gore COK A.S., faaliyetleri ¢ergevesinde Accordingly, COK A.S. stores the Personal Data

Kisisel Verileri, ilgili mevzuatta 6ngdriilen veya within the framework of its activities for the

isleme amaglarina uygun siire kadar saklar. period stipulated in the relevant legislation or
requiredfor the purposes for which the personal
data is processed.
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5.1.Saklamay1 Gerektiren Isleme Amaclar

COK A.S. biinyesinde tutulan veri sahiplerine
ait Kisisel Veriler, KVKK ve diger ilgili
mevzuat ile Kisisel Verilerin Korunmasi ve
Islenmesi Politikas1 uyarinca asagidaki amaglar
dogrultusunda saklar.

Sirket’imizin  Yatium  Siireclerinin  ve Iy
Faaliyetlerinin Yiiriitiilmesi Kapsaminda:

- Acil  durum
yiritiilmesi,

- Kamu kurum ve kuruluslarina bilgi verilmesi
de dahil olmak tizere COK A.S.’nin
mevzuattan kaynaklanan yiikiimliiliiklerinin
veya diger hukuki yiikiimliiliiklerinin yerine
getirilmesi,

- Finans ve muhasebe islerinin yiiriitiilmesi,

- lletisim faaliyetlerinin yiiriitiilmesi,

- Otoyol Projesi’nin siireci
hakkinda yetkili kisi, kurum ve kuruluslara
bilgi verilmesi,

yonetimi stireglerinin

ve asamalari

- Otoyol Projesi’nin tanitim siireclerinin
yiriitiilmesi,

- Organizasyon ve etkinlik yonetimi,

- Sozlesme ve
Sirket’imizin s6zlesmesel yiikiimliiliiklerinin
yerine getirilmesi,

- Raporlama faaliyetlerinin yiiriitiilmesi,

- Yatirnm

sireglerinin  yiirtitiilmesi

ve  yonetim  faaliyetlerinin

yiiriitiilmesi.

Sirket’imizin Gorevli Sirket Olarak Yer Aldig
Otoyol Projesi Kapsaminda:

- Hizmet {iretim ve operasyon siireclerinin
yiirtitiilmesi,

5.1. Purposes of Processing of Personal Data
Requiring Retention

The Personal Data of the data owners held

within the body of COK A.S. is stored in

accordance with PDPL and other relevant
legislation and the Personal Data Protection and

Processing Policy for the following purposes.

Within the Scope of Carrying out the

Investment Processes and Business Activities

of our Company:

- Carrying out emergency management
processes,

- Fulfilling the obligations arising out of the
legislation or other legal obligations of
COK A.S., including informing public
institutions and organizations,

- Carrying out financial and accounting
affairs,

- Carrying out communication activities,

- Informing authorized persons, institutions
and organizations about the process and
stages of the Motorway Project,

- Executing promotional processes of
Motorway Project,

- Organization and event management,

- Executing  contract  processes  and
fulfillment of contractual obligations of our
Company,

- Fulfilling reporting activities,

- Executing investment and management
activities.

Within the scope of the Highway Project in

which our Company is in Charge as Appointed

Company:

- Carrying out service production and
operation processes,
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- Hizmet satig siireclerinin ve satis sonrasi
destek hizmetlerinin yiiriitiilmesi,

- Mubhasebe, faturalama ve 0deme
kapsamindaki finans faaliyetlerinin
yiriitiilmesi,

- Otoyol’da ger¢eklesen kaza, saglik, giivenlik
sorunlarinin yonetimi,

- Otoyol kullanicilarinin ~ memnuniyetine
yonelik aktivitelerin yiiriitiilmesi,

- Otoyol kullanicilart ile olan 1iliskilerin
yoOnetimi siire¢lerinin yiiriitiilmesi,

- Otoyol’'un ve Otoyol Proje alaninin
giivenliginin saglanmasi,

- Talep ve sikayetlerin takibi,

- Tahsilat ve 6deme siire¢lerinin yliriitiilmesi.

Carrying out service sales processes and
after-sales support services,

Execution of financial activities within the
scope of accounting, invoicing and
payment,

Management of accident, health and safety
problems taking place on the Motorway,
Carrying out activities aimed at the
satisfaction of Motorway users,

Carrying out the processes of management
of relations with Motorway users,
Ensuring the security of the Motorway and
the Motorway Project area,

Follow-up requests and complaints,
Execution of collection and payment
processes.

Insan Kaynaklar: Siireclerinin Yiiriitiilmesi ve  \Nithin the scope of Carrying out Human
Sirket’imizin  Hukuki  ve  Sozlesmesel Resources Processes and Fulfilling the Legal
Sorumluluklarimi  Yerine  Getirebilmesi and Contractual Obligations of our Company:

Kapsaminda:

- Calisan adayr / stajyer yerlestirme
stireglerinin yiiriitiilmesi,

- Calisanlar i¢in is akdi ve mevzuattan
kaynakli ytlikiimliiliiklerin yerine getirilmesi,

- Calisanlar i¢in yan haklar ve menfaatleri
siireclerinin ve calisan memnuniyeti ve
baglilig1 siireclerinin yiiriitiilmesi,

- Denetim / etik faaliyetlerinin yiirtitiilmesi,

- Egitim faaliyetlerinin yiiriitiilmesi,

- Gorevlendirme siireglerinin yiiriitiilmesi,

- ¢ denetim/sorusturma/ istihbarat
faaliyetlerinin yiiriitiilmesi,

- Insan kaynaklar siireglerinin planlanmasi,

- Is saghg / giivenligi faaliyetlerinin
yiiriitiilmesi,

- Risk yOnetim siireclerinin yonetilmesi,

Executing employement processes of the
employee candidate / intern,

Fulfilling obligations arising from labor
contract and the legislation for employees,
Executing processes of ancialiary rights
and benefits processes for employees and
employee  satisfaction and loyalty
processes,

Carrying out audit / ethics activities,
Carrying out training activities,

Carrying out assignment processes
Executing internal  audit/investigation
/intelligence activities,

Planning human resources processes,
Executing occupational health /safety
activities,

Management of risk  management
processes,
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Yabanci personel c¢alisma ve oturma izni
islemlerinin gergeklestirilmesi,

Yetenek / kariyer gelisimi faaliyetlerinin
yiriitiilmesi.

Hukuksal, Idari ve Teknik Siireclerin
Yiirittiilmesi Kapsaminda:
Acil durum  yOnetimi siireclerinin
yuriitiilmesi,

Bilgi giivenligi siirecglerinin yiiriitiilmesi,
Erisim yetkilerinin yiiriitilmesi,
Faaliyetlerin mevzuata uygun yiiriitiilmesi,

Fiziksel mekan giivenliginin temini,

Hukuk islerinin takibi ve yiiriitiilmesi,

Is faaliyetlerinin yiiriitiilmesi ve denetimi,

Is siirekliliginin saglanmas1 faaliyetlerinin
yiiriitiilmesi,

Saklama ve arsiv faaliyetlerinin yiriitiilmesi,
Sozlesme siireglerinin yiirtitiilmesi,

Veri sorumlusu olarak operasyonlarimizin
giivenliginin temini,

Yetkili kisi, kurum ve kuruluslara bilgi
verilmesi,

Ziyaretci kayitlariin olusturulmasi ve takibi.

Executing work and residence permit
procedures for foreign personnel,
Executing talent / career development
activities.

Within the scope of Execution of Legal,
Administrative and Technical Processes:

Executing
processes,
Executing information security processes,
Executing access authorizations,

Carrying out activities in accordance with
the legislation,

Ensuring physical space security,
Follow-up and execution of legal affairs,
Execution of business activities,

Carrying out business continuity activities,

emergency management

Carrying out storage and archive activities,
Executing contract processes,

Ensuring the security of our operations as
Data Controller

Providing information to authorized
persons, institutions and organizations,
Creating and following up visitor records

CANAKKALE OTOYOL VE KOPRUSU INSAAT YATIRIM VE ISLETME A.S. (COK A.S.)
11/40



a)

b)

d)

f)

1915CANAKKALE

5.2.Saklamay1 Gerektiren Hukuki Sebepler

Kisisel Verilerin sozlesmelerin kurulmasi
ve/veya ifasi ile dogrudan dogruya ilgili
olmasi nedeniyle saklanmasi,

Kigisel Verilerin  bir hakkin tesisi,
kullanilmast veya korunmasi amaciyla
saklanmasi,

Kisisel Verilerin, kisilerin temel hak ve
Ozgiirliiklerine zarar vermemek kaydiyla
COK A.S.’nin mesru menfaatleri i¢in
saklanmasinin zorunlu olmasi,

Kisisel Verilerin COK A.S.’nin herhangi bir
hukuki ylkiimliligiinii yerine getirmesi
amaciyla saklanmasi,

Mevzuatta Kisisel Verilerin saklanmasinin
acik¢a ongoriilmesi,

llgili Kisilerin agik rizasinm alinmasini
gerektiren saklama faaliyetleri agisindan
Mgili Kisilerin agik r1zasinm bulunmasi.

5.2. Legal Grounds for Retention

a)

b)

d)

f)

Retention of Personal Data is directly related
to the establishment and / or performance of
contracts,

Retention of  Personal Data  for
establishment, execution or protection of a
right,

Retention of Personal Data is mandatory for
the legitimate interests of COK A.S.
provided that such processing does not harm
the fundamental rights and freedoms of
individuals,

Retention of Personal Data for fulfilling any
legal obligation of COK A.S.,

Retention of Personal Data is explicitly set
forth under the legislation,

Retention of Personal Data in the existence
of the explicit consent of the Data Subject for
the retention activities that require the
explicit consent of the Relevant Persons.
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5.3.imhay1 Gerektiren Sebepler

Yonetmelik uyarinca, asagida sayilan hallerde

flgili Kisilere ait kisisel veriler, COK A.S.

tarafindan re’sen yahut talep iizerine silinir, yok

edilir veya anonim hale getirilir:

a) Kisisel  Verilerin  islenmesine  veya
saklanmasina esas teskil eden ilgili mevzuat
hiikiimlerinin degistirilmesi veya ilgasi,

b) Kisisel  Verilerin  islenmesini  veya
saklanmasini gerektiren amacin ortadan
kalkmasi,

¢) Kanun’un 5. ve 6. maddelerindeki Kisisel
Verilerin islenmesini gerektiren sartlarin
ortadan kalkmasi,

d) Kisisel Verileri islemenin sadece ag¢ik riza
sartina istinaden gergeklestigi hallerde, ilgili
Kisinin rizasini geri almasi,

e) Ilgili Kisinin, Kanun’un 11. maddesinin (e)
ve (f) bentlerindeki haklar1 c¢ercevesinde
Kisisel Verilerinin silinmesi, yok edilmesi
veya anonim hale getirilmesine iliskin
yaptigit  bagvurunun  Veri  Sorumlusu
tarafindan kabul edilmesi,

f) Veri Sorumlusunun, ilgili Kisi tarafindan
Kisisel Verilerinin silinmesi, yok edilmesi
veya anonim hale getirilmesi talebi ile
kendisine yapilan basvuruyu reddetmesi,
verdigi cevabin yetersiz bulunmasi veya
Kanun’da ongorillen siire iginde cevap
vermemesi hallerinde, Kurul’a sikayette
bulunulmasi ve bu talebin Kurul tarafindan
uygun  bulunmasi, Kisisel  Verilerin
saklanmasimi  gerektiren
gecmis olmasmna ragmen, Kisisel Verileri

azami surenin

5.3. Grounds for Destruction

According to the Regulation, the personal data
of the Data Subject shall be erased, destroyed or
anonymized by COK A.S. ex officio or upon
request in the following cases:

a) Amendment or abolition of the provisions of
the relevant legislation that constitute the
basis for the processing or retention of
Personal Data,

b) Elimination of the purpose requiring the
processing or retention of Personal Data,

c) Elimination of the conditions set forth under
in Article 5 and Article 6 of the Law
requiring the processing of Personal Data,

d) Withdrawal of the explicit consent of the
Data Subject in cases where the processing
of Personal Data is carried out solely on the
basis of such consent,

e) Approval of the application made by the
Data Subject regarding the erasure,
destruction or anonymization of the Personal
Data of the Data Subject under
subparagraphs (e) and (f) of Article 11 of the
Law by the Data Controller.

f) Submission of complaint to the Board and its
approval; despite the expiration of the
maximum period requiring the retention of
personal data, non-existence of any
condition justifiying the continued retention
of personal data for a longer period in cases
where the Data Controller rejects the
application made to them by the Data
Subject demanding erasure, destruction or
anonymization of his / her Personal Data and
where the response is found to be insufficient

CANAKKALE OTOYOL VE KOPRUSU INSAAT YATIRIM VE ISLETME A.S. (COK A.S.)
13/40



1915CANAKKALE

daha uzun siire saklamayi1 hakli kilacak
herhangi bir sartin mevcut olmamas.

6. SAKLAMA VE IMHA SURELERI

COK A.S. tarafindan KVKK ve diger ilgili
mevzuat hiikiimlerine uygun olarak islenen
Kisisel Verilerinizle ilgili olarak;

- Mevzuatta bir siire 0ongoriilmiis ise bu
stireye riayet edilir,

- llgili mevzuatta séz konusu verinin
saklanmasina iliskin olarak herhangi bir
siire ongdriilmemis olmast durumunda
ise KVKK geregince, tespit edilen
istisnalar gercevesinde
saklanmasi gereken makul siireler tespit
edilir,

verilerin

S6z konusu siirelerin sona ermesi halinde
Kisisel Veriler silinir, yok edilir ya da anonim
hale getirilir.

COK A.S. tarafindan islenen verilere ait
saklama, imha ve periyodik imha siireleri
Kisisel Veri Isleme Envanterinde, Ilgili
Kisiler’in  (kisi kategorisi) islenen veri
kategorileri esas alinarak tespit edilmis olup,
isbu Politika’nin ekinde [Ek-1] yer alan
“Saklama ve Imha Siireleri Tablosu”ndan
ulasabilirsiniz.

7. PERIYODIK iMHA

Kisisel Verinin saklama siiresinin dolmasi
halinde veya Ilgili Kisiden herhangi bir talep

or no response has been provided within the
period stipulated in the Law;

6. RETENTION AND DESTRUCTION
PERIODS

Regarding your Personal Data processed by
COK A.S. in accordance with the provisions of
PDPL and other relevant legislation;

- If a period is stipulated under the
legislation, this period shall be complied
with,

- If no period is stipulated in the relevant
legislation for the retention of the data in
question, the reasonable periods for
which the data should be retained are
determined within the framework of the
exceptions in accordance with PDPL,

Upon expiry of such periods, the Personal Data
shall be erased, destroyed or anonymized.

The retention, destruction and periodic
destruction periods of the data processed by
COK A.S. have been determined in the Personal
Data Processing Inventory on the basis of the
processed data categories of the Data Subject
(personal category) and you can access it from
the "Retention and Destruction Periods Table"
in the annex [Annex-1] of this Policy.

7. PERIODIC DESTRUCTION

If the retention period of the Personal Data
expires or if it is understood that the reasons
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gelmese dahibir kisisel verinin islenmesini
gerektiren  sebeplerin  ortadan  kalktiginin
anlagilmast  halinde, ilgili Kisisel Veri,
sebeplerin ortadan kalkmasini takip eden ilk
periyodik imha igleminde silinir, yok edilir veya
anonim hale getirilir.

Kisisel Verilerin periyodik imhasi, her 6 (alt1)
ayda bir gergeklestirilir. Ancak Kurul tarafindan
telafisi gii¢c veya imkansiz zararlarin dogmasi ve
acikca hukuka aykirilik olmasi halinde Kisisel
Verilerin periyodik olarak imhasma iligkin
olarak daha kisa bir siirenin belirlenmesi
durumunda bu siireye uyulur.

Kisisel Verilerin silinmesi, yok edilmesi ve
anonim hale getirilmesiyle ilgili yapilan biitiin
islemler kayit altina alinir ve s6z konusu
kayitlar, diger hukuki yiikiimliiliklerden dogan
siireler hari¢ olmak tiizere en az {i¢ yil siireyle
saklanir.

8. KISISEL VERILERIN
GUVENLIGININ SAGLANMASI VE
HUKUKA AYKIRI OLARAK

ISLENMESININ VE KiSiSEL VERILERE

ERISILMESININ ONLENMESI iCIN
ALINMIS TEDBIRLER
Kisisel Verilerinizin giivenli bir sekilde

saklanmasi, hukuka aykir1 olarak islenmesi,
erisilmesinin Onlenmesi ile Kisisel Verilerin
hukuka uygun olarak imha edilmesi amaciyla
KVKK’nin  12. maddesindeki ilkeler ile
KVKK’nin 6. maddesinin 4. fikras1 geregi Ozel
Nitelikli Kisisel Veriler i¢in Kurul tarafindan
belirlenerek edilen yeterli Onlemler
cercevesinde, COK A.S. tarafindan tiim idari ve
teknik tedbirler alinir.

ilan

requiring the processing of a personal data have
disappeared, altough no request is made by the
Data Subject, the relevant Personal Data will be
erased, destroyed or anonymized in the first
periodic destruction process following the
disappearance of the reasons.

Periodic destruction of Personal Data is carried
out every 6 (six) months. However, in the event
that a shorter period is determined by the Board
for the periodic destruction of Personal Data for
the situations where damages that are barely
reparable or impossible to be repaired arise and
there is a clear illegality, this period shall be
complied with.

All activities related to the erasure, destruction
and anonymization of Personal Data are
recorded and such records are kept for at least
three years, excluding periods arising out of
other legal obligations.

8. MEASURES TAKEN TO ENSURE
THE SECURITY OF PERSONAL DATA
AND TO PREVENT UNLAWFUL
PROCESSING OF AND ACCESS TO
PERSONAL DATA

All administrative and technical measures are
taken by COK A.S. within the framework of the
principles in Article 12 of PDPL and the
adequate measures determined and announced
by the Board as per paragraph 4 of Article 6 of
PDPL regarding the Special Categories of
Personal Data,in order to retain your Personal
Data securely, to prevent unlawful processing of
and access to it and to destroy the Personal Data
in accordance with the law.
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8.1. IDARI TEDBIRLER

COK A.S. calisanlari, yetkilileri ve temsilcileri,
Kisisel Verilerin hukuka uygun olarak islenmesi
konusunda egitilir ve bilgilendirilir.

Calisanlar icin veri giivenligi ve gizlilik
yiikiimliiliigiinii diizenleyen Calisanlar Igin

Sirket i¢i Davranis Kurallar1 metni mevcuttur.

Saklanan Kisisel Verilere erisim, sadece is
tanimi1 geregi erigsmesi gerekli, yetkili personel
ve COK A.S.’nin temsilcileri ile sinirhdir.

Gorev degisikligi olan ya da isten ayrilan
calisanlarin bu alandaki yetkileri kaldirilir.

Kisisel veri giivenligi sorunlar1 hizli bir sekilde
raporlanmaktadir. COK A.S. tarafindan islenen
ve saklanan Kisisel veriler miimkiin oldugunca
azaltilmaktadir. Veri hizmet
veri konusunda

isleyen
saglayicilarimin, giivenligi

farkindalig1 saglanmaktadir.

Islenen Kisisel Verilerin hukuka aykir1 yollarla
baskalar1 tarafindan elde edilmesi halinde, bu
durum en kisa siirede ilgilisine ve Kurul’a
bildirilmektedir. Olast veri ihlali durumuna
kars1 Sirket icinde Veri Ihlali Miidahale Plani
olusturulmus ve c¢alisanlarin bu siirecteki rol ve
sorumluluklar1 belirlenmistir.

8.1. ADMINISTRATIVE MEASURES

Employees, officers and representatives of COK
A.S. are trained and informed about the
processing of Personal Data in accordance with
the law.

There is an Internal Code of Conduct for
Employees, which regulates the obligation for
the data security and confidentiality for
employees.

Access to the retained Personal Data is limited
to only personnel who are authorized and
required to access it only by virtue of the job
description and representatives of COK A.S..

Authorizations of employees who have a change
of duty or leave their jobs in the respective area
are removed.

Personal data security issues are reported
promptly. Personal data processed and retained
by COK A.S. are retained at the minimum as
much as possible. Service providers which
process data are made aware of data security.

If the processed Personal Data is procured by
others through unlawful methods, this matter is
notified to the Data Subject and the Board as
soon as possible. A Data Breach Response Plan
has been established within the Company
against a possible data breach and the roles and
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Kagit yoluyla aktarilan Kisisel Veriler igin
ekstra giivenlik tedbirleri alinmakta ve ilgili
evrak gizlilik dereceli belge formatinda
gonderilmektedir.

Kisisel Veri islemeye baslamadan 6nce COK
A.S. tarafindan, Ilgili Kisilere aydinlatma
yukiimliliigi yerine getirilir.

Kisisel Verilerin saklanmasi veya diger bir
sekilde islenmesi i¢in {igiincii kisilerden hizmet
almmasi veya tgcilinclii kisilerle is Dbirligi
yapilmas1  halinde, bu kisilerle yapilan
sozlesmelerde, Kisisel Verilerin hukuka uygun
sekilde  saklanmasina, islenmesine

giivenliginin saglanmasina iligkin hiikiimlere

veE

yer verilir. Iimzalanan sdzlesmeler veri giivenligi
hiikiimleri igermektedir.

Kisisel veri giivenligi politika ve prosediirleri
belirlenmistir.

Kisisel veri giivenliginin kontrol ve denetimi
icin  Sirket nezdinde Kisisel Verilerin
Korunmasi Komitesi olusturulmustur.

Kisisel Veri Isleme Envanteri hazirlanmstir.

8.2. TEKNIK TEDBIRLER

COK A.S., Kisisel Verilerin kaydedilmesi,
liclincti  kisilere aktarilmasi, silinmesi, yok
edilmesi, anonim hale getirilmesi ve diger
herhangi bir sekilde islenmesi igin gerekli teknik
altyapiy1 kurar veya kurdurur.

responsibilities of the employees in this process
have been determined.

Extra security measures are taken for Personal
Data transferred via paper and the relevant
documents are sent in confidential document
format.

Prior to processing the Personal Data, the
obligation to clarify the Data Subject is fulfilled
by COK A.S.

In the event of receiving services from third
parties or cooperating with third parties for the
retention or other kind of processing of Personal
Data, the contracts entered into with these
persons shall include provisions regarding the
retention, processing and security of Personal
Data in accordance with the law. The signed
contracts contain data security provisions.

Personal data security policies and procedures
have been determined.

Personal Data Protection Committee has been
established within the Company for the control
and supervision of personal data security.

Personal Data Processing Inventory has been
prepared.

8.2. TECHNICAL MEASURES

COK A.S. establishes the necessary technical
infrastructure for the recording, transfer of such
data to third parties, erasure, destruction,
anonymization and other kind of processing of
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COK A.S., kaydedilen Kisisel
giivenliginin saglanmasi igin gerekli teknik
tedbirleri alir. Bu tedbirler teknolojik
gelismelere ve Kurul tarafindan veya yeni
cikacak tahtinda  belirlenecek
standartlara uygun olarak giincellenir.

Verilerin

mevzuat

COK A.S., i¢ sistemlerine disaridan erisimi
kisitlar, bu kapsamda giivenlik duvari olusturur
ve benzeri teknik dnlemleri alir. Ag giivenligi ve
uygulama giivenligi saglanir, anahtar yonetimi
uygulanir ve gilincel anti-virlis sistemleri
kullanilir. Bilgi teknolojileri sistemleri tedarik,
gelistirme ve bakimi kapsamindaki giivenlik
onlemleri almir. Ag yoluyla Kisisel Veri
aktarimlarinda kapali sistem ag kullanir.

COK A.S. kullanilan programlar araciligi ile
Kisisel Verilere erisim ve Kisisel Verilerin
islenmesini smirlandirir ve Kisisel Verilerin
islendigi elektronik ortamlarda giiclii parolalar
kullanir. Ayrica kullanici hesap yonetimi ve
yetki kontrol sistemleri uygulanmakta olup

bunlarin takibi de yapilmaktadir. Bulutta
depolanan  Kisisel  Verilerin  giivenligi
saglanmaktadir.

Log kayitlart kullanict miidahalesi olmayacak
sekilde tutulur ve yedeklenir. Kisisel veri iceren
ortamlar diizenli olarak yedeklenir. Veri kaybi
Oonleme yazilimlar1 kullanilmaktadir. Mevcut
risk ve tehditler belirlenmistir.

Personal Data or let such infrastructure as
established.

COK A.S. takes the necessary technical
measures to ensure the security of the processed
Personal Data. These measures shall be updated
in accordance with technological developments
and standards to be determined by the Board or
under new legislation.

COK A.S. restricts external access to its internal
systems, establishes firewall and takes similar
technical measures in this context. Network
security and application security are ensured,
key management is implemented, and up-to-
date anti-virus systems are used. Security
measures within the scope of procurement,
development and maintenance of information
technology systems are taken. A closed system
network shall be used in transferring Personal
Data through the network use.

COK A.S. limits access to and processing of
Personal Data through the programs being used
and uses strong passwords in electronic
environments where Personal Data is processed.
In addition, user account management and
authorization control systems are implemented
and they are monitored. The security of Personal
Data retained in the cloud is ensured.

Log records are kept and backed up in a way that
does not allow user intervention. Media
containing personal data is regularly backed up.
Data loss prevention software is used. Existing
risks and threats have been identified.
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Kisisel wveri iceren fiziksel ortamlara giris
cikislarla 1ilgili gerekli gilivenlik Onlemleri
alimmaktadir. Kisisel iceren fiziksel
ortamlarin dis risklere (yangin, sel vb.) karsi
giivenligi saglanmaktadir.

verl

KVKK’nin 12. maddesi uyarinca, Kisisel
Verilerin  saklandigi  dijital ortam, bilgi
giivenligi gereksinimlerini saglayacak sekilde
sifreli yontemler ile korunur. Saldir1 tespit ve
onleme sistemleri kullanilmaktadir. Sizma testi

uygulanmaktadir. Siber giivenlik Onlemleri
alimmis  olup uygulanmas: siirekli  takip
edilmektedir.

Kurulan teknik altyapi, diizenli olarak denetlenir
ve raporlanir.

COK A.S. alinan teknik dnlemlerle ilgili olarak
gerekli durumlarda Ttgiincii sahislardan bu
hizmeti temin eder.

8.3. OZEL NITELIiKLIi KiSISEL VERILER
ICIN ALINAN ILAVE TEDBIRLER

Ozel Nitelikli Kisisel Veri giivenligine yonelik
protokol prosediirler  belirlenmis
uygulanmaktadir.

ve Ve

Ozel Nitelikli Kisisel Veriler icin giincel
sifreleme / kriptografik anahtarlar kullanilmakta
ve farkli birimlerce yonetilmektedir.

Ozel Nitelikli Kisisel Verilerin korunmasi adina
ayrica politika olusturulmustur.

Necessary security measures are taken regarding
the entrances to and exits from the physical
environments containing personal data. The
security of physical environments containing
personal data against external risks (fire, flood,
etc.) is ensured.

In accordance with Article 12 of the PDPL, the
digital environment in which the Personal Data
is retained is protected by encrypted methods in
a way to meet the information security
requirements.  Intrusion  detection  and
prevention systems are used. Penetration test is
implemented. Cyber security measures have
been taken and their implementation is
constantly monitored.

The established technical infrastructure is
regularly audited and reported.

With respect to such technical measures, COK
A.S. obtains this service from third parties when
necessary.

8.3. ADDITIONAL MEASURES TAKEN
FOR SPECIAL CATEGORIES OF
PERSONAL DATA

Protocols and procedures for the security of
Special Categories of Personal Data have been
determined and implemented.

Up-to-date encryption / cryptographic keys are
implemented for Special Categories of Personal
Dataand managed by different units.

A policy has also been prepared for the
protection of Special Categories of Personal.
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9. KISISEL VERILERIN COK A.S.
TARAFINDAN SAKLANMASI VE
IMHASI USULLERI

9.1. KAYIT ORTAMLARI

Veri sahiplerine ait Kisisel Veriler, COK A.S.
tarafindan, kisisel verinin tiir ve Ozelliklerine
gore cesitlilik gostermek lizere; ag iizerinden
veri i¢in
paylasimli/paylasimsiz disk siiriictileri, merkezi
sunucular, bulut hizmetleri, personel devam
kayit sistemine bagl bilgisayar, ticret toplama
sistemi, bilgisayar ortami ve kagitlar ile kilitli
dolaplarda ilgili mevzuata uygun olarak ve

saklanmasi kullanilan

uluslararas1  veri  gilivenligi  prensipleri
cercevesinde giivenli bir sekilde
saklanmaktadir.

9.2. GOREVLI BiRiIMLER VE BiLGILERI

Kisisel veri saklama ve imha siirecinde yer alan
personelin unvanlari, birimleri ve gorev
tanimlar1 asagidaki gibidir. Asagida belirtilen
gorevler yaninda her bir personelin igbu Politika
ve Kisisel Verilerin Korunmasi ve Islenmesi
Politikasi’na uygun hareket etmekle ve bunlarla
sinirli  olmamak kisisel
korunmasi, saklanmasi ve imhasi siireclerinde
gerekli goriilen hallerde Hukuk Departmani’na
bilgi vermekle yiikiimliidiir.

Uzere verilerin

9. RETENTION AND DESTRUCTION OF
PERSONAL DATA BY COK A.S.

9.1. RECORDING ENVIRONMENTS

The Personal Data of the data owners is stored
securely by COK A.S. in accordance with the
relevant legislation and within the framework of
international data security principles in the
shared / unshared disk drives, central servers,
cloud services, computers connected to the
personnel attendance record system, fee
collection system, computer environment used
for data storage over the network and by way of
papers and lockers which may vary depending
on the types and characteristics of personal data.

9.2. AUTHORIZED UNITS AND THEIR
INFORMATION

The titles, units and job descriptions of the
personnel involved in the personal data retention
and destruction process are as follows. In
addition to the duties specified below, each staff
member is obliged including but not limited to
act in accordance with this Policy and the
Personal Data Protection and Processing Policy
and to inform the Legal Department when
deemed necessary in the processes of protection,
retention and destruction of personal data.
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Personelin N Title of . Job
Birimi Gorev Tamimi Unit L.
Unvam Employee Description
It is responsible
for adoption
Sirketin and
mevzuata uygun implementation
. hareket etmesi Director of of the
Sozlesme ve .. . .. .
RO . i¢in gereken idari Contracts and administrative
Idari Isler Yonetim . . Management .
Direktori kararlarin Administrative decisions
1 u . .
almmasindan ve Affairs required for the
uygulanmasindan Company to act
sorumludur. in accordance
with the
legislation.
Sirketin It is responsible
¢alisanlarinin for the
KVKK ve ilgili Company's
mevzuata uygun employees to
hareket Contracts and abide by PDPL
. . . Human . . .
Insan Sozlesme ve etmelerinden ve Administrative | and the relevant
oL . Resources & . L
Kaynaklarn & | Idari Isler calisanlara ait Administrative Affairs legislation and
idari isler Departmani kisisel verilerin Affairs Department processing of
mevzuata uygun the personal
sekilde data of the
islenmesinden employees in
sorumludur. accordance with
the legislation.
Sirket tarafindan It is responsible
elektronik for ensuring the
ortamlarda security of the
islenen kisisel personal data
verilerin processed by
mevzuata uygun the Company in
bir sekilde electronic
. ivenligini . environments in
Bilgi Sozlesme ve gu,V enugmm Information Contracts and .
L S saglanmasindan . L accordance with
Teknolojileri Idari Isler ve bu konuda Technologies Administrative the legislation
Birimi Departmani (IT) Unit Affairs g

Sirket tarafindan

alinmas gereken
teknik tedbirlerin
uygulanmasidan
sorumludur.

and
implementation
of the technical
measures
required to be
taken by the
Company in
this regard.
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Sirketin ve

It is responsible

caliganlarinin for conducting
KVKK periodic and/or
mevzuatina random audits
uygun hareket within the
edip Company on
etmediklerine whether the
Avukat / dair. sirk.et ici Fiompany and
Hukuk Hukuk periyodik Lawyer / Legal | Legal its employees
Departmani ve/veya rastgele Advisor Department actin
Danmismam . . .
denetimlerin accordance with
yiiriitilmesinden, the PDPL
mevzuat provisions, and
hakkinda egitim conducting
ve farkindalik training and
faaliyetlerinin awareness
yiiriitiilmesinden activities about
sorumludur. the legislation.
It is responsible
Sirket caligani for the
ilgili kisilere processing and
iliskin 6zel Workplace destruction of
Is Yeri Hekimi | _ nitelikli kigisel Physician and | Contracts and the health data
. Sozlesme ve . .. . .
ve Insan idari isler veri Human Adm_mlstratlve whlc_h falls
Kaynz}klan & Departmani kapsaminda Resources & Affairs within the scope
Idari Isler olan saglik Administrative | Department of the Special
verilerinin Affairs Categories of
islenmesinden Personal Data
ve imhasindan regarding the
sorumludur. data subjects.
It is responsible
Sirket tarafindan for the
teknik olmayan destruction of
veri kayit the personal
ortamlarinda data retained by
. . (kagit, birim Human Contracts and the Company in
Insan Sozlesme ve . L . .
R dolaplari, arsiv) Resources & Administrative | non-technical
Kaynaklan & | Idari [sler .. . - . .
AN saklanan kisisel Administrative | Affairs data recording
Idari Isler Departmani

verilerin imhasi
ve imhanin
ardindan
raporlanmasindan
sorumludur.

Affairs

Department

environments
(paper, unit
cabinets,
archive) and for
reporting after
destruction.
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9.3. KiSISEL VERILERIN IMHA

USULLERIi

COK A.S. tarafindan KVKK ve diger ilgili
mevzuata uygun olarak elde edilen Kisisel
Veriler Kanun ve Yonetmelik’te sayilan Kisisel
Veri isleme amaclarinin ortadan kalkmasi
halinde COK A.S. tarafindan re’sen yahut ilgili
Kisinin basvurusu iizerine yine Kanun ve ilgili
mevzuat hiikiimlerine uygun olarak asagida
belirtilen teknikler ile imha edilecektir.

9.3. PROCEDURES FOR THE
DESTRUCTION OF PERSONAL DATA

The Personal Data obtained by COK A.S. in
accordance with PDPL and other relevant
legislation will be destroyed by the techniques
specified below by COK A.S. ex officio or upon
the application of the Data Subject in
accordance with the provisions of the Law and
the relevant legislation where the purposes of
processing of the Personal Data listed in the Law
and Regulation cease to exist.

a) Kisisel Verilerin _Silinmesi _ve Yok a) Erasure and Destruction of Personal
Edilmesi; Data;

COK A.S. tarafindan kisisel verilerin silinmesi
ve yok edilmesi tekniklerine iligkin usul ve
esaslar asagida sayilmstir:

Kisisel Verilerin Silinmesi:

Yazihimdan Giivenli Olarak Silme: Tamamen
veya kismen otomatik olan yollarla islenen ve
dijital ortamlarda muhafaza edilen veriler
silinirken; Ilgili Kullanicilar igin higbir sekilde
erisilemez tekrar  kullanilamaz  hale
getirilecek bi¢imde verinin 1ilgili yazilimdan
silinmesine iliskin yontemler kullanilir.

Ve

Merkezi sunucuda ilgili verilerin silme komutu
verilerek silinmesi; merkezi sunucuda bulunan
dosya veya dosyanin bulundugu dizin iizerinde
ilgili kullanicinin erisim haklarinin kaldirilmasi;
veri tabanlarinda ilgili satirlarin veri tabani
komutlar1 ile silinmesi; veya tasinabilir
medyada yani flash ortaminda bulunan verilerin
uygun yazilimlar kullanilarak silinmesi bu
kapsamda sayilabilecektir.

Ancak, Kisisel Verilerin silinmesi iglemi, diger
verilere de sistem igerisinde erisilememe ve bu
verileri kullanamama sonucunu doguracak ise,

The procedures and principles regarding the
erasure and destruction of personal data by
COK A.S. are listed below:

Erasure of Personal Data:

Secure Erasure from Software: While
deleting data that are processed by fully or
partially automated methods and retained in
digital environments, procedures are used to
delete the data from the relevant software in a
way that such data is rendered inaccessible and
unreusable for the Relevant Users in any way.

Erasure of relevant data from the central server
by issuing an erasure command; removal of the
relevant user's access rights on the file or file
path where the file is located on the central
server; erasure of relevant rows in databases by
database commands; or the erasure of data on
portable media, or flash media in other words,
using appropriate software may be deemed to
fall within this scope.

However, if the erasure of the Personal Data
obstructs the ability to access to and use other
data within the system, the Personal Data shall
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asagidaki kosullarin saglanmasi kaydiyla,
Kisisel Verilerin ilgili kisiyle
iligkilendirilemeyecek  duruma  getirilerek

arsivlenmesi halinde de Kisisel Veriler silinmis
sayilacaktir.

- Bagka herhangi bir kurum, kurulus

veyahut kisinin erisimine kapali olmasi,

ve
- Kisisel Verilere yalmizca yetkili kisiler
tarafindan  erisilmesini  saglayacak

sekilde gerekli her tiirlii teknik ve idari
tedbirlerin alinmasi.

Kagit Ortaminda Bulunan Kisisel Verilerin
Karartilmasi: Kisisel Verilerin amaca yonelik
olmayan kullanimin1 6nlemek veya silinmesi
talep edilen verileri silmek i¢in ilgili Kisisel
Verilerin fiziksel olarak kesilerek belgeden
cikartilmas1 veya geri dondiiriilemeyecek ve
teknolojik ¢o6ziimlerle okunamayacak sekilde
sabit miirekkep kullanilarak gdriinemeyecek
hale getirilmesi, kapatilmasi yontemidir.

Kigisel Verilerin Yok Edilmesi:

De-manyetize Etme: Manyetik medyanin
yiiksek manyetik etkilere maruz kalacagi o6zel
cihazlardan gegirilerek tizerindeki verilerin
okunamaz bir bicimde bozulmasi yontemidir.
Dikkat edilmelidir ki bu yontemle yok etme
basarili olmaz ise ancak medyanin fiziksel
olarak yok edilmesi ile yok etme islemi
tamamlanmis olabilecektir.

Fiziksel Yok Etme: Kagit ve mikrofis
ortamindaki veriler kagit ogiitiicii kullanilarak
geri dondiiriilemez sekilde imha edilmektedir.

Yukarida sayillan durumlarin gerceklesmesi
sirasinda COK A.S., KVKK, Yo&netmelik ve
ilgili  diger hiikiimlerine

mevzuat veri

be deemed deleted in situations where the
Personal Data is archived in a way that it cannot
be associated with the data subject provided that
the following conditions are met.

- Where the access to such data by any
other institution, organization or person
is blocked, and

- Taking all necessary technical and
administrative measures to ensure that
Personal Data is accessed only by
authorized persons.

Blackening of Personal Data Retained in
Paper Environment: It is a method of
removing the relevant Personal Data from the
document by physically cutting it off or making
it invisible or blacked out by using fixed ink, in
a way that it cannot be reverted or read with
technological solutions, in order to prevent the
unintended use of Personal Data or to erase the
data requested to be deleted.

Destruction of Personal Data:
De-magnetization: It is a method of obstruction
of the data on the magnetic media in a way that
it cannot be read by passing it through special
devices where it will be exposed to high
magnetic effects. It should be noted that if such
destruction method does not succeed , the
destruction process could only be completed by
the physical destruction of the media.

Physical Destruction: Data in paper and
microfiche environmentsshall be irreversibly
destroyed using a paper shredder. During the
above-mentioned situations, COK A.S. fully
complies with the provisions of PDPL,
Regulation and other relevant legislation in
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glivenliginin saglanmasi amaciyla tam uyum
saglamakta ve gerekli tiim idari ve teknik
tedbirleri almaktadir.

b) Kisisel
Getirilmesi;
Kisisel Veriler’in anonim hale getirilmesi,
Kisisel Verilerin baska verilerle eslestirilse dahi
higbir surette kimligi belirli veya belirlenebilir
bir gerg¢ek kisiyle iliskilendirilemeyecek hale
getirilmesidir.

Verilerin  Anonim Hale

Kisisel Veriler’in anonim hale getirilmis olmasi
icin, Kisisel Verilerin, Veri Sorumlusu veya
tclincti kigiler tarafindan geri dondiiriilmesi
ve/veya verilerin bagka verilerle eslestirilmesi
gibi kayit ortami ve ilgili faaliyet alan1 agisindan
uygun tekniklerin kullanilmasi yoluyla dahi
kimligi belirli veya belirlenebilir bir gercek
kisiyle iligkilendirilemez hale
gerekir.

getirilmesi

10. VERi SORUMLUSU

COK A.S., KVKK ve ilgili diizenlemeler
uyarinca “Veri Sorumlusu” sifatin1 haizdir.
COK A.S.’ye asagida yer verilen iletisim
bilgileri araciligiyla ulagilmas1 miimkiindiir.

Adres : Mustafa Kemal Mahallesi 2118 Cad.
Maidan A Blok Kat:13 No:155 Cankaya, Ankara

Telefon : 0850 389 1915
E-posta : info@1915canakkale.com
KEP : canakkale.1915@hs01.kep.tr

order to ensure data security and takes all
necessary  administrative and  technical
measures.

b) Anonymization of Personal Data;

Anonymization of Personal Data means that
Personal Data cannot be associated with an
identified or identifiable natural person under
any circumstances, even if it is matched with
other data.

In order for the Personal Data to be anonymized,
the Personal Data must be rendered
unassociable to an identified or identifiable
natural person, even through the use of
appropriate techniques in terms of the recording
environments and the relevant field of activity,
such as the reversion of the Personal Data by the
Data Controller or third parties and/or matching
the data with other data.

10. DATA CONTROLLER

COK A.S. has the title of “Data Controller” in
accordance with PDPL and related regulations.
It is possible to reach COK A.S. via the contact
information given below.

Address: Mustafa Kemal Mahallesi 2118 Cad.
Maidan A Blok Kat:13 No:155 Cankaya, Ankara
Phone Number: 0850 389 1915

E-mail: info@1915canakkale.com

KEP__: canakkale.1915@hs01.kep.tr
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11. POLITiIKANIN
VE YURURLUGU

GUNCELLENMESI

Isbu Politika, 1slak imzal1 (basili kagit) olarak
COK A.S. biinyesinde saklanir ve elektronik
ortamda
https://www.1915canakkale.com/kurumsal/Kisi
sel-verilerin-korunmasi
yayimlanir.

adresi uzerinden

COK A.S. tarafindan hazirlanan Kisisel Verileri
Saklama ve Imha Politikas1 internet sitesinde
yayimlandigi tarih itibariyla yiirtirlige girmistir.
Politika, gerek duyulan hallerde ve ihtiyag
halinde giincellenir.  Politika’da  yapilan
degisiklikler, derhal sirket internet sitesine
islenerek kamuoyunun ve dolayisiyla COK
A.S. ’nin verisini isledigi kisilerin erisimine
sunulmaktadir.

Canakkale Otoyol ve Kopriisii Insaat
Yatirim ve Isletme Anonim Sirketi

AKKALE

11. UPDATE AND ENFORCEMENT OF
THE POLICY

This Policy is stored in the body of COK A.S. as
a physical document with wet signature (printed
paper) and published electronically via the link
below
https://www.1915canakkale.com/kurumsal/kisi
sel-verilerin-korunmasi.

The Personal Data Retention and Destruction
Policy prepared by COK A.S. has entered into
force as of the date of its publication on the
website. The Policy is updated when required
and needed. The amendments made to the Policy
are immediately reflected on the Company
website and made available to the public and
therefore to those whose data is processed by
COK AS..

Canakkale Otoyol ve Kopriisii Insaat
Yatirim ve Isletme Anonim Sirketi
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EK-1 SAKLAMA VE iMHA SURELERI TABLOSU
COK A.S. tarafindan islenen verilere ait saklama ve imha siireleri; Kisisel Veri Isleme
Envanterinde, Ilgili Kisiler‘in (kisi kategorisi) islenen veri kategorileri esas alinarak tespit
edilmistir. Asagidaki tabloda da saklama ve imha siirelerine, Kisisel Veri Isleme Envanteri’ne gore

yer verilmistir.

Kisisel Veri/Ozel Nitelikli Veri kategorizasyonu igerisindeki veriler, COK A.S. tarafindan ilgili
kategori altinda islenen tiim verileri gdstermekte olup her Ilgili Kisi’nin sz konusu kategori
icerigindeki tiim verilerinin islendigi anlamina gelmedigini belirtmek isteriz. Kisisel Veri Isleme
Envanteri‘nde ve Aydinlatma Metinleri‘nde, Ilgili Kisi’nin ilgili kategori altinda hangi verilerinin
islendigi tahdidi olarak belirtilmektedir.

KIiSISEL VERI

KATEGORISi

Kimlik Bilgisi

KiSiSEL VERI
KATEGORISI
ICERISINDEKI
KiSISEL VERILER

Kisinin  kimligine  dair
bilgilerin bulundugu
verilerdir; ad-soyad, unvan,
T.C. kimlik numarasi,
kimlik 6rnegi, dogum yeri,
dogum tarihi, cinsiyet,
medeni hali, vergi
numarast, fotograf,
pasaport/vize bilgileri,

imza, ehliyet bilgisi, anne-
baba adi, niifus ciizdan seri
no.

ILGILI KiSi BAZINDA
SAKLAMA SURELERI

e Is/Ticari/Hukuki Iliskinin Sona

Ermesinden Itibaren 10 Yil
Otoyol  Kullanicilari, Web
Sitesi/Mobil Uygulama
Kullanicilari, Cagri Merkezini
Arayanlar, Calisan/ Stajyer,
Sirket Yetkilileri, Sirket
Ortaklarinin Hissedarlari,
Calisan Aile Yakim1 Kisisi,
Tedarik¢i Yetkilisi ve Calisani,
Intertoll Yetkilisi ve Calisani,
DLSY Yetkilisi ve Calisani,
Otoyol Hizmet Tesis
Isletmecileri Yetkilileri,
KGM/Bakanlik Yetkilileri ve
Calisanlar1, Kredi Finansman
Kuruluslar: Yetkilileri, TEKFEN
Calisanlari, Aselsan Calisanlari,
Hizmet Saglayici Firma
Calisanlari, Iletisim Halinde
Bulunan Kigiler, Talep ve
Sikayetgiler, Organizasyona
Katilan Kisiler

Is  Basvurusunun  Olumsuz
Sonuclanmasindan Itibaren 1
Yil

Calisan Adaylari

iMHA
SURESI

Saklama
siliresinin
bitimini
takiben 6 ay
icerisinde
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Is Bagvuru Tarihinden Itibaren
1Ay

Ozgegmis Referans Kisisi
Programa Katihm Tarihinden
Itibaren 3 Yil

Toplum Diizeyinde Destek
Katilimcilar

Ziyaretin Sona Ermesinden
Itibaren 1 Yil

Ziyaretgiler

. . Telefon numarasi, e-mail
Iletisim Bilgisi C o .
adresi, iletisim adresi.

Is/Ticari/Hukuki Iliskinin Sona
Ermesinden Itibaren 10 Yil
Otoyol Kullanicilari, Cagri
Merkezini Arayanlar, Calisan/
Stajyer, Sirket Yetkilileri, Sirket
Ortaklarinin Hissedarlari,
Tedarik¢i Yetkilisi ve Calisani,
Intertoll Yetkilisi ve Calisani,
DLSY Yetkilisi ve Calisani,
Otoyol Hizmet Tesis
Isletmecileri Yetkilileri,
KGM/Bakanlik Yetkilileri,
Kredi Finansman Kuruluslar
Yetkilileri, Iletisim Halinde
Bulunan Kigsiler, Talep ve
Sikayetgiler, Organizasyona
Katilan Kisiler

Is Bagvurusunun  Olumsuz
Sonuclanmasindan Itibaren 1
Yil

Calisan Adaylari

Is Basvuru Tarihinden Itibaren
1Ay

Ozgegmis Referans Kisisi
Programa Katihm Tarihinden
Itibaren 3 Yil

Toplum Diizeyinde Destek
Katilimcilar

Organizasynun  Gergeklestigi
Tarihten Itibaren 10 Yil
Organizasyonlara Katilan Kisiler

Saklama
siiresinin
bitimini
takiben 6 ay
igerisinde
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Acil D Hatt Saklama
[ )
Otoyol kullanicilarimizin Kall 1o urum T, _;:_ t;un siiresinin
Lokasyon Bilgisi Otoyol iizerinde bulundugu | 5 - ST Armaen | pitimini
konum bilgisi Ttibaren 10 Yil takiben 6 ay
' Otoyol Kullanicilart o
igerisinde
Calisanlarimiza ve bazi
tedarik¢i  calisanlarimiza
dair faaliyetlerimizin
ylritilmesi ve hukuki
yiikiimliiliklerimizi yerine
getirebilmesi sirasinda
islenen; ise irig-ciki . , Saklama
VOnen,  15€  BUISCNS| | Jo/Ticari/Hukuki Hiskinin Sona |-\
belgesi  kayitlari, izin E nden Jtib 10 Vil stiresinin
Oxzliik Bilgisi kullanimi bilgisi, yan hak ”l"es;;' e"St taren T d’ L [pitimini
ve menfaat bilgileri, AGI gallsa Ayer, caariiel | akiben 6ay
formu, 6zgegmis bilgileri, R icerisinde
disiplin sorusturmasi, maas
kesinti  tutari,  gecici
gorevlendirme belgesi,
oryantasyon belgesi,
bordro bilgileri, ihtar/uyar1
yazilari.
Is/Ticari/Hukuki Iliskinin Sona
. . .. |  Ermesinden Itibaren 10 Yil
Meslek i¢i egitim bilgileri, rimestnden l. arent ! o
sertifikalar dipl Calisan/  Stajyer, Tedarikei
, ploma Saklama
e . . Calisani, Intertoll Calisanlar, | . . .
bilgileri, i3 tecriibesi, fletisim  Halinde Bulunulan stiresinin
Mesleki Deneyim Bilgisi | gidilen kurslar, ozgesmis| SHIEE pitimini
I . isiler .
bilgileri, SRC belgesi, - . . . takiben 6 ay
. . . Is Bagvuru Tarihinden Itibaren |. . .
psikoteknik belgesi, LA icerisinde
calistig1 kurum bilgisi. y . i
Calisan  Adaylari, Ozgec¢mis
Referans Kisisi
COK A.S. tarafindan Is/Ticari/Hukuki Iliskinin
yiiriitiilen faaliyetler Sona Ermesinden Itibaren 10
gergevesinde, sunulan Yil
hizmetlerle ilgili veya COK Otoyol Kullanicilari, Calisan/ | Saklama
A.S’nin ve kisisel veri Stajyer, Tedarik¢i Yetkilisi, |siiresinin
Finansal Bilgiler sahibinin hukuki ve diger Sirket Ortaklarinin Hissedarlari, | bitimini
menfaatlerini korumak Otoyol Hizmet Tesis |takiben 6 ay
amaciyla islenen Vveriler; Isletmecileri Yetkilileri, Talep ve |icerisinde

banka hesap bilgisi, IBAN,
6deme ve bor¢ bilgileri,
noter arag satis sozlesmesi,

Sikayetciler
Programa Katihm Tarihinden
Itibaren 3 Yil
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ara¢ ruhsati, malvarligi Toplum Diizeyinde Destek
bilgileri. Katilimecilar
Fiziksel Mekan  Giivenligi
Kategorisi  Alandaki  Diger
Bilgiler Is/Ticari/Hukuki
Iliskinin  Sona  Ermesinden

Sirket’imizin, Otoyol’un ve

Itibaren 10 Yil

Otoyol proje  alaninin Calisan/ Stajyer, Sirket Yetkilisi,
giivenliginin temini Tedarik¢i  Calisani, Aselsan
amaciyla 1$.1.elfen" Yerller; C:fll{sanlarl ) | settinne
kamera  goriintiisii Ye Fiziksel Mekan  Giivenligi siiresinin
Fiziksel Mekan Giivenligi kay1tlar1,. .Otoyol_ proje Kfzte_gortSI /.Utlndflkl Diger bitimini
alanina giris ¢ikig bilgileri, Bilgiler Z.lyaretln Sona takiben 6 ay
PDKS (Personel Devam Ermesinden Itibaren 1 Yil .
. . ) . icerisinde
Kontrol Sistemi) personel Ziyaretgiler
kart okuyucu kayitlar Kamera Kayitlan Kayit
kapsaminda giris-gikis Tarihinden Itibaren 3 Ay
bilgileri. Otoyol Kaullanicilari, Calisan/
Stajyer, Sirket Yetkilisi,
Tedarik¢i  Calisani, Intertoll
Calisanlar1 Intertoll Yetkilileri,
Aselsan Caliganlari, Ziyaretciler
Is/Ticari/Hukuki Iliskinin Sona
Fotograf, video, cagri Ermesinden Itibaren 10 Yil
merkezi kanaliyla Otoyol Kaullanicilari, Calisan/ | Saklama
goriismelerde ve Otoyol Stajyer, Sirket Yetkilisi, |sliresinin
Gorsel ve Isitsel Kayitlar | giselerde iicret toplam Tedarik¢i  Caligani,  Aselsan | bitimini
sistemi  Uzerinden elde Calisanlari, Intertoll Calisanlar: |takiben 6 ay
edilen ses kayitlar1 ve Talep ve Sikayetgiler, |igerisinde
kamera kayitlari. Organizasyona Katilan Kisiler,
Gorsellerde Yer Alan Kisiler
Faaliyetlerimizin
ylirtitiilmesi sirasinda
teknik, idari, hukuki ve Saklama
ticari giivenligimizi 21l stiresinin
Islem Giivenligi Bilgisi |saglamamiz igin islenen Calisan/ Stajyer, Sirket Yetkilisi, |bitimini
veriler; IP adresi bilgileri, Tedarik¢i Calisani takiben 6 ay
URL adres bilgileri, PORT igerisinde

bilgileri, Web sitelerine
giris tarih ve saat bilgileri.

CANAKKALE OTOYOL VE KOPRUSU INSAAT YATIRIM VE ISLETME A.S. (COK A.S.)

30/40




1915CANAKKALE

Otoyol gecis  bilgileri

tarih t, gi t 1
Ean ,saa,.gwex ()qyo . o Saklama
icret bilgisi, HGS etiket Is/Ticari/Hukuki Iliskinin Sona siiresinin

. o bilgileri, ihlalli  gecis| Ermesinden itibaren 10 Yil .
Miisteri Islem Bilgisi . o bitimini
numarasl, arag¢ plakasi, arag Tedarik¢i ~ Yetkilisi,  Otoyol .
oo takiben 6 ay
sinif ve model bilgisi, ¢agri Kullanicilari. .
i icerisinde
merkezi kayitlari, talep ve
sikayet bilgileri.
Sirket’imizin haklarini
kullan o .
Wnast - ve - YA o jo/Ticari/Hukuki Hliskinin Sona | Saklama
mercilerine basvurmasi ) . .
halinde islenen  veriler: Ermesinden Itibaren 10 Yil siiresinin
Hukuki islem Bilgisi = f Otoyol Kullanicilari, Caligan/ | bitimini
dava ve icra dosyasindaki ; o .

i . Stajyer, Tedarik¢i  Calisam, |takiben 6 ay
bilgiler, adli makamlarla DLSY Calisanl icerisinde
yazigmalardaki  bilgiler, Galisanlan ¢
kaza tutanaklari.

lisanlar igin is akdi
Calisanlar i¢in is akdi ve saklama
mevzuattan kaynakl1 L. . .
] 7 . e g . Is lliskisinin Sona Ermesinden | siresinin
Aile Bireyleri ve Yakin | yiikiimliliikklerin ~ yerine oo e
. e e . .. . Itibaren 10 Yil bitimini
Bilgisi (3. Kisi verisi) getirilmesi kapsaminda } .
) Calisan/ Stajyer takiben 6 ay
islenen es ve g¢ocuklara .

. . icerisinde

ait veriler.
: Saklama
Calisan  adaylarinin  is c . .. .
e . yer s e .. . Is Bagvuru Tarihinden Itibaren | siresinin
Referans Kisisi Bilgisi (3. | basvuru siireglerinde 1Ay bitimini
Kisi verisi isl fi 0 igi .
isi verisi) ls. ?ner.l re.er.a ns. gosterdigi Calisan Adaylari takiben 6 ay
kisilerin bilgileri. .
igerisinde
Otoyol’da kaza
kl i halinde k Saklama
S TY Otoyol’da Gergeklesen | .. . .
tutanaklar1 ve arag hurda Kaza/Olav Tarihinden Itib siiresinin
Diger kaydi ile  Otoyol’da g Utay Tarimden fHoAren | yiimini
. P . . 10 Yil .
giivenligi ilgilendiren bir takiben 6 ay
. Otoyol Kullanicilar ..
olay yasanmasi halinde icerisinde
olay tutanaklari.
lisanl kerlik
Ca tganlarmizin - askerli saklama
terhis bilgileri, trafik ceza s, : .
. Is Iliskisinin Sona Ermesinden | siuresinin
. ve kaza tespit tutanaklari, .o .
Diger e Itibaren 10 Yil bitimini
plaka, Sirket'imiz lisan/ Staj takiben 6 a
tarafindan kendilerine Galisa ayet . y
icerisinde

tahsis edilen cihaz bilgileri.
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OZEL NIiTELIKLIi

VERI KATEGORISi

OZEL NiTELIKLIi
VERI KATEGORISi
ICERISINDEKI OZEL

NITELIKLI VERILER

Seyahat  siirecinin  ve|e [Is/Ticari/Hukuki Iligkinin | Saklama
islemlerinin  Sirket’imiz Sona Ermesinden Itibaren 10 |siiresinin
Diger tarafindan yuritilmesi Yil bitimini
halinde; seyahat ve Calisan/ Stajyer, KGM/Bakanlik |takiben 6 ay
konaklama bilgileri. Calisanlari icerisinde
Saklama
5 Sl Rk . I.§.Ilt§k1smm Sona Ermesinden SL_1r_631_n1_n
Diger ortaklik pavi Itibaren 10 Yil bitimini
payl. Sirket Hissedarlarinin Ortaklar1 | takiben 6 ay
igerisinde
Saklama
e Talep, sikayet bilgileri ve * Slka.yetm - Neticelendigi SL_1r_e31_n1_n
Diger § . Tarihten Itibaren 10 Yil bitimini
cagr1 merkezi kayitlar. ) .
Talep ve Sikayette Bulunanlar takiben 6 ay
icerisinde

ILGILI KiSi BAZINDA

SAKLAMA SURELERI

. Is/Ticari/Hukuki Iliskinin Sona
Saglik raporu, kan grubu ) oF
bilgisi, engellilik durumuna| ~ Zresinden Itibaren 15 Yil
. g o g . y Calisan/ Stajyer, Sirket Yetkilisi, | Saklama
ait bilgiler, kisisel saglik . L.
o . Tedarik¢i Caliganlari, Intertoll | stiresinin
. e bilgileri, kullanilan cihaz .
Saghk Bilgileri s Calisanlari, DLSY Calisanlar |bitimini
ve protez bilgileri, is kazas1 . .
. Programa Katilm Tarihinden |takiben 6 ay
tespit tutanaklarinda yer 5. .
. . Itibaren 3 Yil igerisinde
alan saglik durumuna dair L
. Toplum Diizeyinde  Destek
bilgiler.
Katilimecilari
. e Saklama
.. o Is/Ticari/Hukuki Iliskinin Sona | . . .
Ceza Mahkumiyeti ve e nden ftib 10 Tl siiresinin
o 7 7 R
Giivenlik Tedbirleri Adli sicil kaydi. mesmden l, aren ! . | bitimini
o Calisan/  Stajyer, Tedarikei .
Bilgileri takiben 6 ay
Calisanlar1 .
igerisinde
A . Saklama
o Iy lligkisinin Sona Ermesinden | . . .
Itibaren 1 Hafta SUTesTn
Biyometrik Veri Retina taramasi. o . bitimini
Bilgi Teknolojileri Departmani .
Calisan takiben 6 ay
aliganlari .
3 icerisinde
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ANNEX-1 TABLE OF RETENTION AND DESTRUCTION PERIODS

Retention and destruction periods of the data processed by COK A.S are determined based on the
processed data categories of the Data Subjects (personal category) in the Personal Data Processing
Inventory. In the table below, the retention and destruction periods are provided according to the
Personal Data Processing Inventory.

It should be pointed out that the data within the Personal Data/ Special Categories of Personal
Data classification shows all the data processed by COK A.S. under the relevant category and
does not mean that all the data of each Data Subject listed out under the said category is processed.
In the Personal Data Processing Inventory and Clarification Notices, data of the Data Subject
processed under the relevant category is specified in a limited way.

PERSONAL DATA
PERSONAL DATA WITHIN THE ORNEIIEEIQI-II;I;\)'II'\I APSEURI?!?E[?T DESTRUCTION
CATEGORIZATION PERSONAL DATA BASIS PERIOD
CATEGORIZATION
10 Years as of the
Termination  of  the
Business/Commercial/Le
gal Relationship
Motorway Users,
Website/Mobile
It is the data that contains Application Users, Call
information  about the Centre Callers,
identity of the person; Employee/intern,
name-surname, title, Company Officials,
Turklsh.lder?tlty number, Shareholders of Company Within 6 months
copy of identity card, place Partners, Employee following the
Identitiy Information of birth, date of birth, Relatives, Supplier o
. . expiration of the
gender, marital status, tax Officer and Employees, retention period
number, photograph, Intertoll ~ Officer  and
passport/visa information, Employees, DLSY
signature, driver's license Officer and Employees,
information, parents' name, Motorway Service
identity card serial number. Facility Officers,
GDH/Muinistry
Authorities and
Employees, Officers of
Credit Financing
Institutions, TEKFEN
Employees, Aselsan
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Employees, Service
Provider Employees,
Contacted Persons,
Claimants and

Complainants,
Organization Participators
1 Year as of the Rejection
of the Job Application
Employee Candidates

1 Month as of the Job
Application

Reference Person

3 Years as of the Date of
Participation in the

Program
Community Level
Support Program

Participators

1 Year as of the End of
the Visit

Visitors

Contact Information

Phone number, e-mail
address, residence address.

10 Years as of the
Termination of  the
Business/Commercial/Le
gal Relationship

Motorway Users, Call
Centre Callers,
Employees/Interns,

Company Officials,
Shareholders of Company
Partners, Supplier

Officers and Employees,
Intertoll  Officers and
Employees, DLSY
Officers and Employees,
Motorway Service
Facility Officers,
GDH/Ministry

Authorities, Officials of
Credit Finance
Institutions, Contacted
Persons, Claimants and

Within 6 months
following the
expiration of the
retention period
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Complainants,
Organization Participators
1 Year as of the Rejection
of the Job Application
Employee Candidates

1 Month as of the Job
Application

Reference Person

3 Years as of the Date of
Participation in  the
Program
Community
Support
Participators
10 years as of the Date of
the Occurance of the
Organization
Organization Participators

Level
Program

Location Information

The location information,
where our Motorway users
are located on the
Motorway.

10 Years as of the Date of
the Use of the Emergency
Line

Motorway Users

Within 6 months
following the
expiration of the
retention period

Personnel Information

Data that is processed
during carrying out our
activities concerning our
employees and  some

supplier employees and
fulfilling our legal
obligations: records of
entry-exit of work
documents, leave usage
information, secondary
benefit and benefit
information, AGI form,
resume information,

disciplinary investigation,
salary deduction amount,

temporary assignment
document, orientation
document, payroll
information,

warning/notice letters.

10 Years as of the
Termination of  the
Business/Commercial/Le
gal Relationship
Employee/intern,
Supplier Employees

Within 6 months
following the
expiration of the
retention period
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Professional Experience
Information

In-service training
information,  certificates,
diploma information, work
experience, courses Yyou
have attended, resume
information, Certificate of
Professional Competence
(CPC),  psychotechnical
certificate, information
about the institution where
she/he Works.

10 Years as of the
Termination of  the
Business/Commercial/Le
gal Relationship
Employee/Intern,
Supplier Employees,
Intertoll Employees,
Contacted Persons

1 Month as of the Job
Application

Employee  Candidates,
Reference Person

Within 6 months
following the
expiration of the
retention period

Financial Information

Data that is processed in
relation to the services
provided  within  the
framework of the activities
carried out by COK A.S. or
that is processed in order to
protect the legal and other
interests of COK A.S. and
the personal data owner;
bank account information,
IBAN, payment and debt
information, public notary

10 Years as of the
Termination of  the
Business/Commercial/Le
gal Relationship

Motorway Users,
Employee/intern,

Supplier Officer,
Shareholders of Company
Partners, Motorway
Service Facility Officers,
Claimants and

Complainants
3 Years as of the Date of
the Participation in the

Within 6 months
following the
expiration of the
retention period

Physical Space Security

vehicle sales contract, P
vehicle title, asset rogram_
. . Community Level
information.
Support Program
Participators
Other Information Under
Data processed for

ensuring the safety of our
Company, the Motorway
and the Motorway project
area; camera image and
records, information
regarding entry to and exit
from the Motorway project
area , entry-exit
information  within  the
scope of PDKS (Personnel
Attendance Control

the  Physical  Space
Security Category 10
Years as of the
Termination  of  the
Business/Commercial/Le
gal Relationship

Employee/intern,

Company Officers,
Supplier Employees,
Aselsan Employees

Other Information Under
the Category of Physical

Within 6 months
following the
expiration of the
retention period
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System) personnel card
reader records.

Space Security 1 Year as
of the End of the Visit
Visitors

3 Months as of the Date
of Camera Recordings

Motorway Users,
Employee/Intern,

Company Officers,
Supplier Employees,
Intertoll Employees,

Intertoll Officials, Aselsan
Employees, Visitors

10 Years as of the
Termination  of the
Business/Commercial/Le
gal Relationship

Photographs, videos, voice Motorway Users,
recordin n mer I
eco d! gs and ca_ea Employees/Interns, _ Within 6 months
. . recordings obtained Company Officers, :
Visual and Audio . following the
- through the call centre calls Supplier Employees, o
Recordings . expiration of the
and toll collection system Aselsan Employees, . .
retention period
at the motorway toll Intertoll Employees,
booths. Claimants and
Complainants,
Organization
Participators, People in
the Images
Data processed to ensure
our technical,
administrative, legal and
commercial security durin I
. y g 2 Years Within 6 months
. . the execution of our .
Transaction Security I Employee/Intern, following the
. activities:  IP address . o
Information Company Officers, |expiration of the

information, URL address
information and PORT
information and the date
and time of access to the
websites.

Supplier Employees

retention period

Customer Transaction
Information

Motorway crossing
information (date, time, toll

booth), Motorway toll
information, HGS tag
information, number of

10 Years as of the
Termination  of  the
Business/Commercial/Le
gal Relationship

Within 6 months
following the
expiration of the
retention period
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crossings made in
violation, vehicle license
plate, vehicle class and
model information, call
center records, request and
complaint information.

Supplier Officers,

Motorway Users

Data processed in the event
that our Company exercises
its rights and apply to the

10 Years as of the
Termination of the

judicial thorities; -
!ud|0|a . _au orl |e_s, Business/Commercial/Le |Within 6 months
. information  included in i . .

Legal Affairs . gal Relationship following the
. lawsuits and enforcement o
Information . . L Motorway Users, |expiration of the

files, information included . .
. Employee/Intern, retention period
in the correspondences .
e - Supplier Employees,
with judicial authorities, DLSY Emplovees
information in the accident Ploy
report.
Data of spouses and
children of employees W EEE 65 G s Within 6 months

Employee Relatives

(Third Party
Information)

processed in fulfilling the
obligations arising from the
employment contract and
legislation for employees.

Termination of  the
Business/Commercial/Le
gal Relationship
Employee/Intern

following the
expiration of the
retention period

Reference Person (Third

Party Information)

Information of the
reference persons provided
by the employee
candidates, which is
processed in the job
application proceedings.

1 Month as of the Job
Application
Employee Candidates

Within 6 months
following the
expiration of the
retention period

Accident  reports  and
vehicle scrap records in
case of an accident which
takes place on the

10 Years as of the Date of
the Accident/Incident on

Within 6 months
following the

Other . o
Motorway and incident the Motorway expiration of the
minutes in case of an Motorway Users retention period
incident concerning the
safety on the Motorway.

Militar discharge

. y_ g 10 Years as of the I
information of our . Within 6 months
employees, traffic fines and UElEE T s followin the

Other PIOyees, Business/Commercial/Le g

accident reports, license
plate number and
information of devices that

gal Relationship
Employee/Intern

expiration of the
retention period
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our Company provided to
our employees.

e 10 Years as of the

In the event that our . .
Termination of the |Within 6 months

Company handles travel

. Business/Commercial/Le | following the
Other processes and transactions, ) . L
. gal Relationship expiration of the
travel and accommodation . .
. . Employee/Intern, retention period
information ..
GDH/Muinistry Employees
e 10 Years as of the
Termination of  the |Within 6 months
Other Ownership stake of our Business/Commercial/Le | following the
Company shareholders. gal Relationship expiration of the
Shareholders  of  the |retention period
Company Partners
e 10 Years_ as of the Date of Within 6 months
Request, complaint Conclusion of  the .
. . . following the
Other information and call center Complaint o
. expiration of the
records. Claimants and

. retention period
Complainants P
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CLASSIFICATION OF
SPECIAL

CATEGORIES OF
PERSONAL DATA

Health Information

SPECIAL
CATEGORIES OF
PERSONAL DATA

WITHIN THE
CLASIFICATION OF

SPECIAL
CATEGORIES OF
PERSONAL DATA

Health report, blood group

information, disability
information, personal
health information,
information regarding
devices being used and
prosthesis information,

information in the work
accident reports concerning
health.

RETENTION PERIODS

ON PER DATA SUBJECT

BASIS

15 Years as of the
Termination of the
Business/Commercial/Le
gal Relationship
Employee/Intern,

Company Officers,
Supplier Employees,
Intertoll Employees,

DLSY Employees
3 Years as of the Date of

Participation in  the
Program

Community Level
Support Program

Participators

DESTRUCTION
PERIOD

Within 6 months
following the
expiration of the
retention period

Criminal Conviction and
Security Measures
Information

Criminal record.

10 Years as of the
Termination of the
Business/Commercial/Le
gal Relationship
Employee/Intern,
Supplier Employees

Within 6 months
following the
expiration of the
retention period

Biometric Data
Information

Retina scan.

1 Week as of the
Termination  of  the
Business Relationship
Information Technology
Department Employees

Within 6 months
following the
expiration of the
retention period

CANAKKALE OTOYOL VE KOPRUSU INSAAT YATIRIM VE ISLETME A.S. (COK A.S.)

40/ 40




