1915CANAKKALE

CANAKKALE OTOYOL VE KOPRUSU
INSAAT YATIRIM VE ISLETME
ANONIM SIRKETI

OZEL NITELIKLI KiSISEL VERILERIN
KORUNMASI VE iISLENMESI
POLITIKASI

1. GIRIS

Canakkale Otoyol ve Kopriisii Insaat Yatirim
ve Isletme Anonim Sirketi (“COK A.S.” veya
“Sirket”) icin Ozel Nitelikli Kisisel Verilerin
korunmas1 hususu biiyiik 6nem arz etmektedir.
Ozel Nitelikli Kisisel Verilerin niteligi ve
hassasiyeti uyarinca bu verilerin islenmesi,
korunmasi ve giivenligine iliskin olarak genel
nitelikteki kisisel veriler i¢in alinan idari ve
teknik tedbirlere ek olarak Sirket’imiz
tarafindan 6zel nitelikli
tedbirler alinmaktadir.

teknik ve 1idari

2. VERI SORUMLUSUNUN KiMLIiGi

COK A.S., Kisisel Verilerin Korunmasi
Kanunu (“KVKK” veya “Kanun”) ve ilgili
ikincil mevzuatlar uyarinca “Veri Sorumlusu”
sifatin1 haizdir.

3. POLITIKA’NIN VE
KAPSAMI

AMACI

Bu Politika’nin temel amaci, COK A.S.
tarafindan hukuka uygun bir bigimde
yiiriitiilen Ozel Nitelikli Kisisel Veri isleme
faaliyeti ve Ozel Nitelikli Kisisel Veriler’in

CANAKKALE OTOYOL VE KOPRUSU
INSAAT YATIRIM VE ISLETME
ANONIM SIRKETI

PROTECTION AND PROCESSING
POLICY OF SPECIAL CATEGORIES
OF PERSONAL DATA

1. INTRODUCTION

The protection of Special Categories of
Personal Data is of great importance for
Canakkale Otoyol ve Ké&priisii Insaat Yatirim
ve Isletme Anonim Sirketi ("COK A.S." or
"Company"). In addition to the administrative
and technical measures taken for personal data
of the general category, technical and
administrative measures in special nature are
also taken regarding the processing,
protection, and security thereof due to the
nature and sensitivity of Special Categories of
Personal Data.

2. IDENTITY OF DATA
CONTROLLER

THE

COK A.S. has the title of “Data Controller”
under the Personal Data Protection Law
(“PDPL” or “the Law”) and related secondary
legislation.

3. PURPOSE AND SCOPE OF THE
POLICY

The purpose of this Policy is to provide
explanations on activities of processing of
Special Categories of Personal Data by COK
A.S. in accordance with law and systems
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korunmasina yonelik benimsenen sistemler
aciklamalarda bulunmak; bu
kapsamda tamamen veya kismen otomatik
olan veya herhangi bir veri kayit sisteminin
parcast olmak kaydiyla otomatik olmayan
yontemlerle Ozel Nitelikli Kisisel Verileri
islenen tiim gercek kisileri bilgilendirerek
seffaflik saglamaktir.

konusunda

COK A.S.’nin tiim birimleri, calisanlari,
yetkilileri, isbu  Politika’ya
uymakla yiikiimliidiir ve Politika’ya uyum
saglamak i¢in gerekli adimlar atar.

temsilcileri

Isbu Politika ¢alisanlarimizin, Otoyol’da kaza
yapan ve acil durum hattin1 kullanan Otoyol
kullanicilarimizin (miisterilerimizin), Toplum
Diizeyinde Destek Programi katilimcilarinin,
is birligi icinde oldugumuz tedarik¢i, hizmet
saglayict ve is ortaklarimizin g¢alisanlarinin
Ozel Nitelikli Kisisel Verilerinin hukuka
uygun bi¢imde islenmesine, korunmasina ve
giivenligine yonelik yiirlitilen faaliyetleri
kapsamaktadir.

Yukarida belirtilen ilgili kisi gruplarma, bu
Politika’nin tamami uygulanabilecegi gibi,
sadece birtakim hiikiimleri de
uygulanabilecektir.

4. POLITIKA’NIN DAYANAGI

Isbu Politika, 6698 sayili Kisisel Verilerin
Korunmas1 Kanunu, 30286 sayili Resmi
Gazete’de yayimlanan Veri Sorumlular Sicili
Hakkinda Yonetmelik ve 30224 sayili Resmi
Gazete’de yayimnlanan Kigisel Verilerin
Silinmesi, Yok Edilmesi veya Anonim Hale

adopted for the protection of such data.
Additionally, it aims to promote transparency
by informing all individuals whose Special
Categories of Personal Data is processed either
through fully or partially automated methods
or non-automated methods provided that it is a
part of data recording system.

All  departments, employees, officers,
representatives of COK A.S. are obliged to
comply with this Policy and takes necessary
actions to act under this Policy.

This Policy covers the activities carried out for
the processing, protection and security of the
Special Categories of Personal Data of our
employees, Motorway users who have an
accident and use the emergency line
(customers), Community Level Support
Program participants, the employees of our
suppliers, service providers and business
partners with whom we cooperate in
accordance with the law.

While this Policy may be applied to the above-
mentioned data subject groups in whole, only
certain provisions of the Policy may also be
applied.

4. BASIS OF THE POLICY

This Policy has been prepared based on the
relevant legislation, including primarily the
Personal Data Protection Law No. 6698, the
Regulation on the Registry of Data Controllers
published in the Official Gazette numbered
30286, the Regulation on the Erasure,
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Getirilmesi Hakkinda Yonetmelik, Kurul’un
31.01.2018 tarih ve 2018/10 sayili “Ozel
Nitelikli Kisisel Verilerin Islenmesinde Veri
Sorumlularinca Alinmast Gereken Yeterli
Onlemler” baslikli karar1 basta olmak iizere
ilgili mevzuata dayanilarak hazirlanmigtir.

5. TANIMLAR

Aclk Riza: Belirli bir konuya iliskin,
bilgilendirilmeye dayanan ve Ozgiir iradeyle
agiklanan riza

Anonim Hale Getirme: Kisisel verilerin,
baska verilerle eslestirilerek dahi higbir surette
kimligi belirli veya belirlenebilir bir gercek
kisiyle iliskilendirilemeyecek hale getirilmesi

COK A.S. veya Sirket: Canakkale Otoyol ve
Kopriisii Insaat Yatirnm ve Isletme Anonim
Sirketi

flgili Kisi/Kisisel Veri Sahibi: Kisisel Verisi
islenen gergek kisi

Imha: Kisisel verilerin silinmesi, yok edilmesi
veya anonim hale getirilmesi

Kisisel Veri/kisisel veri: Kimligi belirli veya
belirlenebilir gercek kisiye iliskin her tiirlii
bilgi

Kisisel veri isleme/isleme: Kisisel Verilerin
tamamen veya kismen otomatik olan ya da
herhangi bir veri kayit sisteminin pargasi
olmak kaydiyla; otomatik olmayan yollarla
elde edilmesi, kaydedilmesi, depolanmasi,
muhafaza edilmesi, degistirilmesi, yeniden
diizenlenmesi,  ac¢iklanmasi,  aktarilmasi,
devralinmasi, elde edilebilir hale getirilmesi,
smiflandirilmast  ya  da  kullanimimin

Destruction or Anonymization of Personal
Data published in the Official Gazette
numbered No. 30224, and the Board's decision
dated 31.01.2018, numbered 2018/10 titled
"Adequate Measures to be Taken by Data
Controllers in the Processing of Special
Categories of Personal Data".

5. DEFINITIONS

Explicit Consent: Freely given, informed
consent related to a specific subject

Anonymization: Rendering personal data
impossible to be associated with an identified
or identifiable natural person under any
circumstances, even by matching it with other
data

COK A.S. or the Company: Canakkale
Otoyol ve Kopriisii Ingaat Yatirim ve Isletme
Anonim Sirketi

Data Subject/Personal Data Owner: The
natural person whose Personal Data is
processed

Destruction:  Erasure,  destruction, or
anonymization of personal data

Personal Data: Any information relating to an
identified or identifiable natural person

Processing of personal pata/processing: All
kinds of operations carried out on Personal
Data such as collecting, recording, storing,
protecting, altering, rearranging, disclosure,
transfer, retrieval or otherwise making
available for collection, categorization or
preventing its use by fully or partially
automated methods or by non-automated
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engellenmesi gibi veriler lizerinde
gergeklestirilen her tiirli islem

Kisisel Veri Saklama ve imha Politikas::
COK A.S$.’nin Kisisel Verilerin islendikleri
amag icin gerekli olan azami siireyi belirleme
islemi ile silme, yok etme ve anonim hale
getirme islemi i¢in dayanak teskil eden

https://www.1915canakkale.com/kurumsal/ki

methods provided that such methods are part
of a filing system

Personal Data Retention and Destruction
Policy: The Personal Data Retention and
Destruction Policy of COK A.S. located at the
link below
https://www.1915canakkale.com/kurumsal/ki

sisel-verilerin-korunmasi, which constitutes a

sisel-verilerin-korunmasi adresinde yer alan
Kisisel Veri Saklama ve Imha Politikasi

Kurul: Kisisel Verileri Koruma Kurulu
Kurum: Kisisel Verileri Koruma Kurumu

Kanun veya KVKK: 7 Nisan 2016 Tarih,
29677 Sayili Resmi Gazete’de yayimlanan
zaman zaman degistirilmis haliyle 6698 Sayili
Kisisel Verilerin Korunmasi Kanunu

Otoyol: Gorevli Sirket olarak COK A.S. ile
Ulastirma ve Altyapt Bakanligi Karayollar
Genel Midirliigii arasinda imza edilen 21
Mart 2017 tarthli Uygulama Sozlesmesi
uyarinca, Kmali — Tekirdag — Canakkale —
Savastepe Otoyolu Projesi, Malkara -
Canakkale (1915 Canakkale Ko&priisii Dahil)
Kesimi

Otoyol Projesi: Kinali — Tekirdag -
Canakkale — Savastepe Otoyolu Projesi,
Malkara — Canakkale (1915Canakkale

Kopriisii Dahil) Kesimi isinin finansmani,
projelendirilmesi, yapimi, isletilmesi, isletme
stiresi sonunda her tiirlii borg ve taahhiitlerden
ari, bakimli, c¢alisir, kullanilabilir durumda ve
bedelsiz olarak Idare’ye devredilmesini

basis for determining the maximum period
required for which the Personal Data is
processed and erasure, destruction and
anonymization processes,

Board: Personal Data Protection Board
Authority:  Personal Data  Protection
Authority

Law/PDPL: Personal Data Protection Law
numbered 6698 published in the Official
Gazette dated 7 April 2016 and numbered
29677 as amended from time to time
Motorway: In accordance with the
Implementation Contract dated 21 March 2017
signed between COK A.S. as the Authorized
Company and the General Directorate of
Motorways of the Ministry of Transport and
Infrastructure, Kinali — Tekirdag — Canakkale
— Savagtepe Motorway Project, Malkara —
Canakkale (Including 1915 Canakkale Bridge)
Section

Motorway Project: Financing, project
planning, construction, operation of Kinali —
Tekirdag — Canakkale — Savastepe Motorway
Project, Malkara — Canakkale (Including 1915
Canakkale Bridge) Section and transferring
thereof to the Administration at the end of the
operation period free from all kinds of debts
and commitments in a maintained, operational,
usable condition and free of charge
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Ozel Nitelikli Kisisel Veri: Kisilerin 1rki,
etnik kokeni, siyasi diisiincesi, felsefi inanci,
dini, mezhebi veya diger inanclari, kilik ve
kiyafeti, dernek, vakif ya da sendika tiyeligi,
sagligi, cinsel hayati, ceza mahkimiyeti ve
giivenlik  tedbirleriyle 1ilgili ile
biyometrik ve genetik veriler

verileri

Politika: Isbu Ozel Nitelikli Kisisel Verilerin
Korunmasi ve Islenmesi Politikas1
Silme: Kisisel verilerin ilgili kullanicilar i¢in

hicbir  sekilde  erisilemez ve  tekrar
kullanilamaz hale getirilmesi
VERBIS: Veri Sorumlular1 Sicili Bilgi

Sistemi

Veri lIsleyen: Veri sorumlusunun verdigi
yetkiye dayanarak veri sorumlusu adina kisisel
verileri isleyen gercek veya tiizel kisi

Veri Sorumlusu: Kisisel Veri’lerin isleme
amaglarini ve vasitalarini belirleyen, veri kayit
sisteminin kurulmasindan ve yonetilmesinden
sorumlu olan gergek veya tiizel kisi

Yok Etme: Kisisel verilerin hi¢ kimse
tarafindan higbir sekilde erisilemez, geri

getirilemez ve tekrar kullanilamaz hale

getirilmesi

6. OZEL NITELIKLI KiSISEL
VERILERIN iSLENMESI

6.1. Ozel Nitelikli Kisisel Verilerin Islenme
Amaclan

Special Categories of Personal Data:
Personal data relating to race, ethnic origin,
political  opinion, philosophical belief,
religion, sub-religion or other
belief, appearance, membership to

associations, foundations or trade unions, data
concerning health, sexual life, criminal
convictions and security measures, and the
biometric data and genetic data

Policy: This Protection and Processing Policy
of Special Categories of Personal Data
Erasure: Making personal data inaccessible
and non-reusable for the relevant users by any
means

VERBIS: Data
Information System
Data Processor: The natural or legal person
who processes personal data on behalf of the
data controller on the basis of the authorization
given by the data controller

Data Controller: The natural or legal person
who determines the purposes and means of
processing Personal Data and is responsible for
the establishment and management of the data
registration system

Destruction: Making  personal  data
inaccessible, irretrievable and unreusable by
anyone by any means

Controllers  Registry

6. PROCESSING OF SPECIAL
CATEGORIES OF PERSONAL
DATA

6.1. Purposes of Processing of Special
Categories of Personal Data
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COK A.S. uygun
yontemlerle toplanan Ozel Nitelikli Kisisel
Veriler; is iliskisi, hizmet veya ticari faaliyetler
kapsaminda veya {lgili Kisiler ile olan diger
iligkiler dahilinde, islenmelerini gerektiren
asagidaki amaglar gercevesinde, bu amaglarla
baglantili, sinirli ve dl¢iilii olarak, Kanun’un 4.
maddesinde belirtilen genel ilkelere ve Kurul
tarafindan verilen kararlara uygun olarak,
Kanun’un 10. maddesi ve ikincil mevzuat
uyarinca  Ilgili Kisiler bilgilendirilerek,
islenmekte ve saklanabilmektedir:

tarafindan  usuliine

e (Calisanlar i¢in is akdi ve mevzuattan
kaynakli
getirilmesi,

e Calisanlar icin yan haklar ve menfaat
stireglerinin yiiriitiilmesi,

e Insan kaynaklar1
planlanmast,

o Is saghg ve giivenligi faaliyetlerinin

yikiimliiliiklerin  yerine

faaliyetinin

yiritiilmesi,

e Sozlesme siirecleri ile is stirekliliginin
saglanmas1 faaliyetlerinin mevzuata
uygun yiiriitiilmesi,

o s kazalarinin takibi ve faaliyetlerin
mevzuata uygun yuritiilmesi,

e Kamu kurum ve kuruluslarina bilgi
verilmesi de dahil olmak iizere COK
A.S. nin kaynaklanan
yiikiimliiliiklerinin veya diger hukuki
yiikiimliiliiklerinin yerine getirilmesi,

mevzuattan

e Acil durum ve risk yOnetimi
stireglerinin yiiriitiilmesi,

e Bilgi giivenligi stireglerinin
yuriitiilmesi,

The Special Categories of Personal Data
collected by COK A.S. in a proper manner may
be processed and protected within the context
of the business and service relationships or
commercial activities, or of the other
relationships with the Data Subjects within the
framework of specific purposes that require
such processing and in connection with,
limited to and in proportion with such purposes
and in compliance with the general principles
outlined in Article 4 of the Law, as well as
decisions made by the Board informing the
Data Subjects in accordance with Article 10 of
the Law and the secondary legislation.

« Fulfilling obligations arising from the
employment  contract and the
legislation for the employees,

o Carrying out the processes of ancillary
rights and benefits for the employees,

« Planning human resources activities,

e Carrying out occupational health and
safety activities,

e Carrying out activities of contract
processes and ensuring business
continuity activities in accordance with
the legislation,

o Following up on work accidents and
carrying out necessary activities in
accordance with the legislation,

« Fulfilling the obligations arising from
the legislation or other legal
obligations of COK A.S., including
providing information to public
institutions and organizations,

e Carrying out emergency and
management processes,

o Execution of information security
processes,

risk
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e Kamu saghg giivenliginin
korunmasi faaliyetlerinin icrasi,
e Otoyol’da gerceklesen kaza, saglik,

giivenlik sorunlarinin yonetimi,

vE

o Sosyal sorumluluk ve sivil toplum
aktiviteleri ile yatirim faaliyetlerinin
yuriitiilebilmesi.

6.2. Islenecek Ozel Nitelikli Kisisel Veri
Kategorileri

COK A.S., Kurum tarafindan ¢ikarilan Veri
Sorumlular1  Sicili  Yo6netmeligi
kisisel veri envanteri olusturmustur. Bu veri
envanterinde kisisel ve 0Ozel nitelikli veri

uyarinca

kategorileri, verinin kaynagi, veri isleme
amaclar1 ve hukuki sebepleri, veri isleme
stireci, verilerin aktarildigi alici gruplarn ve
saklama siireleri yer almaktadir. Kisisel veri
envanterinde yer alan ve isbu Politika’da
belirtilen amaglar ve sartlar ¢ercevesinde COK
A.S. tarafindan islenen Ozel Nitelikli Kisisel
Veri kategorileri asagida yer almaktadir.

o Execution of activities for the
protection of public health and safety,

e Management of accidents, health and
safety problems taking place on the
Motorway,

o Carrying out social responsibility and
civil society activities and investment
activities.

6.2. Special Categories of Personal Data
to be Processed

COK A.S. has created a Personal Data
Inventory in accordance with the Data
Controllers Registry Regulation issued by the
Authority. This data inventory includes
categories of personal data and special
categories of personal data, the source of the
data, the purposes and legal grounds for data
processing, the data processing procedures, the
recipient groups to which the data is
transferred and the retention periods. The
categories of Special Categories of Personal
Data processed by COK A.S. within the
framework of the purposes and conditions
specified in this Policy and personal data
inventory are listed below.
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6.3. Ozel Nitelikli Kisisel Verilerin

islenmesinde Hukuki Sebepler

COK A.S. tarafindan yukarida detayli olarak
belirtilen amaclar cergevesinde Ozel Nitelikli
Kisisel Verilerin islenebilmesi icin Ilgili
Kisi’nin agik rizasinin alinmasi esastir. Ancak,
saglik ve cinsel hayat disindaki Ozel Nitelikli

. SPECIAL
OZEL .

e | KOO || STECONES | carecony
KISISEL VERI DATA DETAIL
KATEGORISI CATEGORY

Saglik raporu, kan Health report, blood
grubu bilgisi, group information,
engellilik durumuna disability
ait bilgiler, kisisel information,
saglik bilgileri, personal health
kullanilan cihaz ve information,
protez bilgileri, is information
Saghik Bilgileri kazasi tespit Health Information | regarding devices
tutanaklarinda  yer being used and
alan saglik prosthesis
durumuna dair information,
bilgiler. information in the
work accident
reports concerning
health.
Ceza Mahkumiyeti gcr)lnr?/:(r:lsgn and
ve Giivenlik | Adli sicil kaydi. . Criminal record.
Tedbirleri Bilgileri Security Measures
Information
Bilgi Teknolojileri Retina scan, limited
departmaninda to our employees in
Biyometrik Veri calisanlarimiz  ile Biometric Data the Information
simirli olmak {izere Technology
retina taramasi. department.

6.3.  Legal Grounds for the Processing of
Special Categories of Personal Data

In order to process Special Categories of
Personal Data for the aforementioned purposes
specified by COK A.S., it is essential to obtain
explicit consent from the Data Subject.
However, the Special Categories of Personal
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Kisisel Veriler, kanunlarda 6ngoriilen hallerde
Ilgili Kisi’nin agik
islenebilir.

rizasi aranmaksizin

7. OZEL NITELIKLI
VERILERIN AKTARILMASI

KIiSISEL

7.1. Ozel Nitelikli  Kisisel
Yurticinde Aktarilmasi

Verilerin

COK A.S. elde ettigi Ozel Nitelikli Kisisel
Verileri, Ilgili Kisi’nin acik rizasimi almak
kosuluyla yahut yeterli Onlemler alinmak
kosuluyla Kanun’un 6. maddesinin 3.
fikrasinda  belirtilen  sartlardan  birinin
bulunmasi halinde agik riza aranmaksizin; veri
isleme amaglar1 dogrultusunda ve mevzuat
uyarinca gerekli teknik ve idari tedbirleri
alarak yurt icindeki asagida belirtilen kisi
kategorilerine aktarabilmektedir.

» Hissedarlar
- COK A.S. sirket ortaklari
- COK A.S. sponsorlar1
o Hizmet saglayici firmalar
- Ortak saglik ve gilivenlik birimi
(OSGB)
- Ozel saglik sigortasi firmasi

e COK A.S.nin hukuki destek hizmeti
aldig1 avukat ve danigmanlar
e Yetkili kamu kurum ve kuruluslari

Data concerning matters other than health and
sexual life, may be processed without
obtaining the explicit consent of the Data
Subject in cases stipulated under the law.

7. TRANSFER OF SPECIAL
CATEGORIES OF PERSONAL DATA

7.1.Domestic Transfer of Special Categories
of Personal Data

COK A.S. can transfer the Special Category
Personal Data it obtains to the categories of
persons specified below within the country, in
line with the purposes of data processing and
by taking the necessary technical and
administrative measures in accordance with
the legislation, provided that it obtains the
explicit consent of the Data Subject or without
seeking explicit consent if one of the
conditions specified in the 3rd paragraph of
Article 6 of the Law is met.

Shareholders
- COK A.S. company partners
- COK A.S. sponsors

e Service provider companies

- Joint health and safety unit
(JHSV)

- Private Health insurance
companies

e Lawyers and consultants who provide
legal support services to COK A.S.

e Authorized public institutions and
organizations
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7.2. Ozel Nitelikli Kisisel
Yurtdisina Aktarilmasi

Verilerin

COK A.S. gerekli gostererek,
mevzuatin dngordiigi idari ve teknik tedbirler
ile Kurul tarafindan gerekli goriilen dnlemleri
alarak, mesru ve hukuka uygun kisisel veri
isleme amagclar1 dogrultusunda Ozel Nitelikli
Kisisel Verileri, asagidaki hallerden birinin
varlig1 halinde yurtdisina aktarabilmektedir:

Ozeni

a. Kanun’un 5. ve 6. maddelerinde belirtilen
sartlardan birinin varligt ve aktarimin
yapilacagi lilke, lilke igerisindeki sektorler
veya uluslararast kuruluslar hakkinda
yeterlilik karar1 bulunmasi halinde

b. Yeterlilik
durumunda,
maddelerinde belirtilen sartlardan birinin

kararinin bulunmamasi

Kanun’un 5. ve 6.

varligi, ilgili kisinin aktarimin yapilacagi
iilkede de haklarin1 kullanma ve etkili
kanun yollarina basvurma imkaninin
bulunmas1  kaydiyla ~ Kanun’un 9.
Maddesinin 4. Fikrasinda belirtilen uygun
giivencelerden birinin saglanmasi halinde
c. Yeterlilik kararinin bulunmamasi ve uygun
giivencelerden herhangi birinin
saglanamamasi durumunda arizi olmak
kaydiyla sadece asagida sayilan hallerden
birinin varlig1 halinde:
e llgili kisinin, muhtemel riskler
hakkinda bilgilendirilmesi kaydiyla,
aktarima agik riza vermesi.
e Aktarimin, ilgili kisi ile veri sorumlusu
arasindaki bir s6zlesmenin ifas1 veya

ilgili kisinin talebi {izerine alinan

7.2. Transfer of Special Categories of
Personal Data Abroad

COK A.S., by exercising due diligence and

taking administrative and technical measures

as required by the legislation and deemed
necessary by the Board, may transfer Special

Categories of Personal Data abroad under one

of the following circumstances, in accordance

with legitimate and lawful personal data
processing purposes:

a. If one of the conditions specified in
Articles 5 and 6 of the Law is present and
there is an adequacy decision regarding the
country, sectors within the country, or
international organizations to which the
transfer is to be made.

b. In the absence of an adequacy decision, if
one of the conditions specified in Articles
5 and 6 of the Law is present, provided that
the data subject has the right to exercise
their rights and access effective legal
remedies in the country to which the
transfer is to be made, and if one of the
appropriate safeguards specified in Article
9, Paragraph 4 of the Law is provided.

c. Inthe absence of an adequacy decision and
any of the appropriate safeguards, only in
cases where one of the following
conditions is present, on an incidental
basis:

e The data subject gives explicit consent
to the transfer, provided that they are
informed about the potential risks.

e The transfer is necessary for the
performance of a contract between the
data subject and the data controller, or
for the implementation of pre-
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sozlesme oncesi tedbirlerin
uygulanmasi i¢in zorunlu olmasi.

e Aktarimin, ilgili kisi yararma veri
sorumlusu ve diger bir gercek veya
tiizel kisi arasinda yapilacak bir
s0zlesmenin kurulmasi veya ifasi i¢in
zorunlu olmast.

e Aktarimin istiin bir kamu yarar1 i¢in
zorunlu olmast.

e Bir hakkin tesisi, kullanilmasi veya
korunmasi i¢in  kisisel  verilerin
aktarilmasinin zorunlu olmasi.

e Fiili imkénsizlik nedeniyle rizasin
aciklayamayacak durumda bulunan
veya rizasmma hukuki  gecerlilik
taninmayan kisinin kendisinin ya da bir
baskasinin  hayati veya  beden
biitiinligliniin korunmas: igin kisisel
verilerin  aktarilmasinin  zorunlu
olmasi.

e Kamuya veya mesru menfaati bulunan
kisilere agik olan bir sicilden, ilgili
mevzuatta sicile erismek i¢in gereken
sartlarin saglanmasi ve mesru menfaati
olan kisinin talep etmesi kaydiyla
aktarim yapilmasi.

contractual measures taken at the
request of the data subject.

The transfer is necessary for the
conclusion or performance of a
contract made in the interest of the data
subject between the data controller and
another natural or legal person.

The transfer is necessary for an
overriding public interest.

The transfer of personal data is
necessary for the establishment,
exercise, or protection of a legal right.

The transfer of personal data is
necessary to protect the life or physical
integrity of the data subject or another
person, who is unable to give consent
due to actual impossibility or whose
consent is not legally valid.

The transfer is made from a public
registry, provided that the conditions
required for accessing the registry are
met and the transfer is requested by a
person with a legitimate interest.

COK A.S., yukarida belirtilen kosullarin Inthe presence of above mentioned conditions,
varhigi halinde isbu Politika ile yonetilen bazi COK A.S. may transfer some of the Special
Ozel Nitelikli Kisisel Verileri: Categories of Personal Data governed by this

Policy:

To cloud systems with servers abroad in
order to carry out personal data storage
and archiving processes.

. Kisisel veri saklama ve depolama e
stireclerinin yiiriitiilebilmesi amaciyla
sunucular1  yurtdisinda olan  bulut
sistemlerine

aktarabilmektedir.
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8. OZEL NITELIKLI KISIiSEL VERI
GUVENLIGININ SAGLANMASI

Ozel Nitelikli Kisisel Verilerin giivenli bir
sekilde saklanmasi, hukuka aykir1 olarak
islenmesi ve erisilmesinin 6nlenmesi ile kisisel
verilerin hukuka uygun olarak imha edilmesi
icin Kanun’da belirtilen yiikiimliiliiklere
uygun olarak ve Kurul tarafindan belirlenen
yeterli COK A.S.
tarafindan gerekli teknik ve idari tedbirler
alimmaktadir. Bu kapsamda COK A.S. Kisisel
Verilerin Islenmesi ve Korunmasi Politikas1 ile
Kisisel ~ Verileri Saklama ve Imha
Politikasi’nda Sirket tarafindan alman teknik
ve idari tedbirler belirlenmistir. COK A.S.
Ozel Nitelikli Kisisel Verilerin islenmesi,

Onlemler cergevesinde

giivenligi ve korunmasi faaliyetlerinde bu
politikalarda belirtilen teknik ve idari
tedbirlere ek olarak ayrica asagidaki tedbirleri
almaktadir.

8.1. Ozel Nitelikli Kisisel Verilerin Islenme
Siireclerinde Yer Alan Calisanlara
Yonelik Tedbirler:

Ilgili mevzuata uygun olarak Ozel e

Nitelikli Kisisel Verilerin islenmesi,
giivenligi, korunmasi, saklanmasi vb.
veri gilivenligi konularinda calisanlara
egitimler verilmektedir.

Calisanlar i¢in veri giivenligi ve gizlilik
yiikiimliiliigiinii iceren Calisanlar Icin
Sirket I¢i Davranis Kurallar1 mevcuttur.

8. ENSURING THE SECURITY OF
SPECIAL CATEGORIES OF PERSONAL
DATA

Necessary technical and administrative
measures are taken by COK A.S. in accordance
with the obligations specified in the Law and
within the framework of adequate measures
determined by the Board for special categories
of personal data for the secure storage of
Special Categories of Personal Data, the
prevention of unlawful processing of and
accessing to such data, and the destruction of
personal data in accordance with the Law.

Within this context, the technical and
administrative measures taken by the
Company have been determined in the

Personal Data Processing and Protection
Policy and the Personal Data Retention and
Destruction Policy of COK A.S.. In addition to
the technical and administrative measures
specified in these policies, COK A.S. also
takes the following measures in the processing,
security and protection of Special Categories
of Personal Data.

8.1. Measures for Employees Handling
Procedures in Processing of Special
Categories of Personal Data:

Trainings are provided to the employees
on the data security matters such as the
processing, security, protection,
retention, etc. of Special Categories of
Personal Data.

There is an Internal Code of Conduct for
Employees, which includes the
obligation regarding data security and
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Ozel nitelikli kisisel verilere erisim
yetkisine sahip ¢alisanlarin, yetki
kapsamlari ve siireleri tanimlanmaktadir.

Gorev degisikligi olan ya da isten ayrilan
calisanlarin bu alandaki yetkileri derhal
kaldirilmaktadir.

Ozel Nitelikli Kisisel
Islendigi, Muhafaza Edildigi ve/veya
Erisildigi Elektronik Ortamlara iliskin
Tedbirler:

Verilerin

Veriler kriptografik yontemler
kullanilarak muhafaza edilmektedir.
Kriptografik anahtarlar giivenli ve farkl
ortamlarda tutulmaktadir.

Veriler iizerinde gergeklestirilen
hareketlerin islem kayitlar
olarak loglanmaktadir.

Verilerin

giivenli

bulundugu ortamlara ait
giivenlik glincellemeleri siirekli takip
edilmekte, giivenlik testleri diizenli
olarak yapilmakta/yaptirilmakta ve test

sonuglar1 kayit altina alinmaktadir.

Ozel Nitelikli  Kisisel  Verilerin
Islendigi, Muhafaza Edildigi ve/veya
Erisildigi Fiziksel Ortamlara fliskin
Tedbirler:

Ozel Nitelikli  Kisisel ~ Verilerin
bulundugu fiziksel ortamlar (dolap, arsiv
vs.) kilitlenmektedir.

Ozel Nitelikli  Kisisel ~ Verilerin
bulundugu ortamin niteligine gore

yeterli glivenlik oOnlemleri (elektrik

8.2.

8.3.

confidentiality for employees.

The scope and duration of authorization
of the employees who have the authority
to access to special categories of
personal data are defined.
Authorizations of the employees who
have a change of duty or leave their jobs
are removed promptly.

Measures Regarding the Electronic
Environments where Special
Categories of Personal Data is
Processed, Retained and/or Accessed:

The data is retained using cryptographic
methods.

Cryptographic keys are kept in secure
and different environments.

Transaction records of the movements
performed on the data are logged
securely.

Security updates for the environments
where the data is located are constantly
monitored, security tests are carried out
by itself/third party regularly and the test
results are recorded.

Measures Regarding the Physical
Environments in  which  Special
Categories of Personal Data is

Processed, Retained and/or Accessed:

Physical environments where Special
Categories of Personal Data are locked
(cabinets, archives, etc.).

Adequate security measures (against
electricity leakage, fire, flood, theft, etc.)
are taken considering the nature of the
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kacagi, yangin, su baskini, hirsizlik vb.
durumlara kars1) alinmaktadir.

Bu ortamlarin  fiziksel  giivenligi
saglanarak  yetkisiz = giris  ¢ikislar
engellenmektedir.

Nitelikli  Kisisel Verilerin

Aktarilmasina iliskin Tedbirler:

Ozel Nitelikli Kisisel Verilerin e-posta
yoluyla aktarilmas1 gerekiyorsa, bu
veriler sifreli olarak kurumsal e-posta
adresiyle veya Kayitli Elektronik Posta
(KEP) hesabi kullanilarak
aktarilmaktadir. S6z konusu dosyanin
sifre bilgisine posta igeriginde yer
verilmemektedir.

Ozel
tasinabilir
ortamlar
gerekiyorsa,
yontemlerle
kriptografik anahtar

Nitelikli  Kisisel ~ Verilerin
bellek, CD, DVD gibi
yoluyla aktarilmasi
bu veriler Kkriptografik
sifrelenmekte ve
farkli ortamda
tutulmaktadir.
Ozel Nitelikli Kisisel Verilerin aktarimi
farkli fiziksel ortamlardaki sunucular
arasinda gerceklestiriliyorsa, sunucular
arasinda VPN kurularak veya SFTP
yontemiyle veri aktarimi
gerceklestirilmektedir.
Ozel Nitelikli Kisisel Verilerin kagit
ortami yoluyla aktarimi gerekiyorsa, bu
verilerin aktarildigi evrakin ¢alinmasi,
kaybolmas1 ya da yetkisiz Kkisiler
tarafindan goriilmesi gibi risklere karsi

gerekli Onlemler alinmakta ve evrak

environment  where the  Special
Categories of Personal Data is located.
Unauthorized entries and exits are
prevented by ensuring the physical
security of these environments.

8.4. Measures Regarding the Transfer of

the Special Categories of Personal
Data:

In cases where the Special Categories of
Personal Data is transferred by e-mail,
this data shall be transferred by the
corporate e-mail address in encrypted
form or by using the Registered
Electronic Mail (REM) account. The
password information of the file in
question is not included in the mail
content.

If it is necessary to transfer the Special
Categories of Personal Data through
environments such as portable memory,
CD, DVD, this data shall be encrypted
by cryptographic methods and the
cryptographic key shall be kept on a
different environment.

If the transfer of the Special Categories
of Personal Data is carried out between
servers in different physical
environments, data transfer shall be
carried out by establishing a VPN
between the servers or by SFTP method.
If it is necessary to transfer the Special
Categories of Personal Data through
paper environments, the necessary
precautions shall be taken against the
risks such as theft, loss or review of the
document through which the data is
transferred and the documents shall be
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“gizlilik dereceli belgeler” formatinda

gonderilmektedir.
9. OZEL NITELIKLI KIiSISEL
VERILERIN SAKLANMASI,

SILINMESI, YOK EDILMESI VE
ANONIM HALE GETIRILMESI

COK A.S. tarafindan elde edilen Ozel Nitelikli
Kisisel Veriler, ilgili
kullanilmasina veya saklanmasina iliskin bir

mevzuatta verinin
stire Ongoriilmiigse bu siire boyunca, bdyle bir
siire  Ongodriilmemigse ilgili Ozel Nitelikli
Kigisel Verinin COK A.S. tarafindan
islenmesinde gozetilen amacin
gerceklestirilmesi icin gerekli olan siire ve her
haliikarda ilgili Ozel Nitelikli Kisisel Veriye
bagl bir hakkin ileri siiriilmesi i¢in belirlenen
zamanagsimi siiresi boyunca saklanir.

Bir Ozel Nitelikli Kisisel Verinin islenmesini
gerektiren sebeplerin ortadan kalkmasi halinde
bu kisisel COK A.S. tarafindan
diizenlenen Kisisel Veri Saklama ve Imha

veri,

Politikasi'na uygun olarak, sebeplerin ortadan
kalkmasint miiteakip ilk periyodik imha
isleminde silinir, yok edilir veya anonim hale
getirilir.

Ozel Nitelikli Kisisel Verilerin acik r1za sartina
istinaden islendigi hallerde,
alinmasi; ilgili kisinin KVKK tahtindaki silme,
yok etme veya anonimlestirme talep haklarini

rizanin  geri

kullanarak veri sorumlusuna basvurmasi ve
bagvurunun COK A.S. tarafindan kabul
edilmesi gibi haller verinin islenmesini
gerektiren sebeplerin ortadan kalktigi hallere
ornek teskil eder.

sent in the format of "confidential
documents”.

9. RETENTION, ERASURE,
DESTRUCTION AND

ANONYMIZATION OF SPECIAL
CATEGORIES OF PERSONAL
DATA

The Special Categories of Personal Data
collected by COK A.S. shall be retained for the
duration stipulated by law regarding its use or
retention if there is such duration; if there is no
specified duration, it shall be retained for the
period required to achieve the purposes aimed
by COK A.S. in processing the Special
Categories of Personal Data; in any event, it
shall be retained for the period of limitation
designated for any right related to the Personal
Data of Special Category to be claimed.

If the reasons requiring the processing of
Special Categories of Personal Data are no
longer in existence, this personal data shall be
erased, destroyed or anonymized in the first
periodic destruction process following the
elimination of the reasons in accordance with
the Personal Data Retention and Destruction
Policy issued by COK A.S.

The circumstances such as withdrawal of on
the  explicit consent where the Special
Categories of Personal Data is processed based
on the explicit consent of the Data Subject; or
submission of a request for erasure, destruction
or anonymization of the data to the data
controller exercising its rights under the PDPL,
and approval of such request by COK A.S.
shall constitute the examples of the situations
where the reasons requiring the processing of
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Ozel Nitelikli Kisisel Verileri islenen ilgili
kisinin KVKK tahtindaki silme, yok etme veya
anonimlestirme talep haklarin1 kullanmak
lizere veri sorumlusuna basvurmasi halinde
COK A.S. bagvurunun teblig edildigi tarihten
itibaren en ge¢ otuz giin igerisinde ilgili
basvuruyu degerlendirerek ilgili kisiye bilgi
verir. Ozel Nitelikli Kisisel Verileri isleme
sartlarinin tamami ortadan kalkmis ise COK
A.S. bagvuruyu kabul ederek siiresi igerisinde
imha islemini gergeklestirir. Ozel Nitelikli
Kigisel Verileri isleme sartlarinin tamami
ortadan kalkmamigsa bu talep gerekcesi
aciklanmak suretiyle yazili olarak siiresi
icerinde reddedilir.

Ozel Nitelikli Kisisel Verilerin silinmesi, yok
edilmesi ve anonim hale getirilmesine iligkin
stiregler ayrintili olarak Kisisel Veri Saklama
ve Imha Politikas1 kapsaminda diizenlenmistir.

10. POLITIKANIN YORURLUGU

Isbu Politika, 1slak imzal (basili kagit) olarak
COK A.S. biinyesinde saklanir ve COK
A.S.’nin
https://www.1915canakkale.com/kurumsal/Ki
sisel-verilerin-korunmasi adresinde
yaymmlanir. COK A.S. tarafindan hazirlanan
bu Politika, internet sitesinde yayimlandigi
tarih itibariyla yiiriirlige girmistir.

Special Categories of Personal Data are no
longer in existence.

In the event that the Data Subject whose
Special Categories of Personal Data is
processed applies to the data controller to
exercise his/her right for erasure, destruction
or anonymization under the PDPL, COK A.S.
evaluates the relevant application and informs
the Data Subject within thirty days at the latest
as of the date of receipt notification of the
application. If all the reasons for processing the
Special Categories of Personal Data have been
climinated, COK A.S. shall approve the
application and carry out the destruction
process in a timely manner. However, if the
reasons for processing such data have not been
fully eliminated, the request shall be declined
in writing with a clear explanation of the
reasoning.

The processes related to the erasure,
destruction and anonymization of the Special
Categories of Personal Data are provided in
detail within the scope of the Personal Data
Retention and Destruction Policy.

10. EXECUTION OF THE POLICY
This Policy is stored in the body of COK A.S.
as a physical document with wet signature
(printed paper) and published electronically
via the link below
https://www.1915canakkale.com/kurumsal/Ki
sisel-verilerin-korunmasi. This Policy
prepared by COK A.S. has entered into force
as of the date of publication on the website.
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Isbu Politika gerek duyulan hallerde ve ihtiyag The Policy shall be updated when needed and

halinde giincellenir. required.
Canakkale Otoyol ve Kopriisii Ingaat Canakkale Otoyol ve Kopriisii Insaat
Yatirim ve Isletme Anonim Sirketi Yatirim ve Isletme Anonim Sirketi
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